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PART 1:

What is Cybersecurity and why do
we need it?
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All Businesses are at Risk from Cyber Criminal Theft

Businesses always have a risk of physical theft; criminals can break into the
building and steal items or money. Businesses respond by putting locks on doors
and windows, and installing CCTV with intruder alarms. Physical security has a
cost but it is much less than the losses due to theft. If a business owner wants
property insurance then the insurers will first verify that the business has physical
security systems in place, and if not will request security measures before issuing
the insurance. The insurer will also check periodically that the security measures
are being used correctly.

Now businesses rely on computers to operate; the business information is stored
on the business computer network. This business data is a target for cyber
criminals who can break into the computer system and commit crimes.

e Theft: Steal the business data and sell it, data has a value if it has
proprietary information about some product that the business makes, or
else it has personal information about people that can be sold such as
credit card information or social security information that can be used for
identity theft.

e Extortion: Cyber criminals use a technique called ransomware to lock the
business data and make it inaccessible. This will stop the business
operating. The criminal will then demand a ransom to give the key, which
will release the data so that the business can continue operating.
Ransomware attacks are increasing quickly as ransomware extortion has
become very popular with cyber criminals because it puts a lot of pressure
on the business owner to quickly pay what the criminal is demanding.
Ransomware is an easy method of extortion for the criminal and most
small businesses pay the ransom, as they are not prepared for the attack.

e Some cyber criminals will use both theft and extortion when they attack a
business.

The first cyber attackers were individuals and small groups of individuals who
hacked into businesses to cause disruption rather than theft. Criminals saw what
the hackers were doing and began using the techniques of breaking into a
business or government computer network to steal information that they could
then sell. At some point the criminals developed a method of extortion using
ransomware techniques. Today cyber criminals can be identified in three groups.

e (Gangs of criminals with programming skills who use the skills to break into
business computer networks to steal and extort a ransom.

e Organized crime gangs that can contract technical services for theft and
extortion, the criminals with programming skills offer “ransomware-as-a-
service” (RaaS) to the organized crime gangs and take a percentage pf
the money extorted. The gangs and organized crime are located in rogue
states where law enforcement has no access.

Copyright (c) Fire4 Systems (UK) Ltd, 2023. All rights reserved 7
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¢ Rogue states that operate criminal activities to steal information, usually
trade secrets, to copy products, and also theft of crypto currency and
extortion to fund criminal activities. These states are known and many
governments restrict or ban commerce with these states.

In the past, cyber criminals attacked only large businesses so that they could
steal or extort millions or tens of millions of dollars. Today most large businesses
have invested in cybersecurity; hiring specialists and purchasing security tools. It
is now very difficult for a cyber criminal to attack a large business.

Cyber criminals instead began attacking small and medium businesses that did
not invest in cybersecurity and so were very easy to attack with theft and
extortion. The value of the theft or extortion on a small business is less than the
attacks on big businesses and is in the range of tens to hundreds of thousands of
dollars. The cyber criminals make up for their reduction in the money obtained
with each attack by attacking many more businesses. The cyber criminals have
automated the attack process so that each attack can be done much faster.

The small businesses that are most at risk are those that store personal client
information, because they will pay the ransom quickly to recover that information.
Some examples of target business that store a large amount of personal and
business client information are listed below.

e Healthcare.

e Law firms.

e Financial firms.
e Education.

Small businesses that have proprietary information are also at risk. Release of
confidential information might seriously damage the business, which pressures
the business owner to pay the ransom quickly. Examples of these businesses

are listed below.

e Manufacturing.
e Software.

Some interesting statistics about cyber crime attacks on small and medium
businesses are listed below.

e 120% increase of business ransomware attacks year over year.

e 20% of attacked businesses paid the ransom but did not recover the data.
e 12 days average business downtime during a ransomware attack.

e 85% of successful ransomware attacks are made via phishing.

e 51% of small businesses have no cybersecurity measures.

e 20% of global cyber crimes in 2022 were due to ransomware.

Copyright (c) Fire4 Systems (UK) Ltd, 2023. All rights reserved 8
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o 47% of 2022 ransomware attacks were to US businesses.

e $570K was the average small business ransomware payment in 2021.

e 60% of executives believe the ransomware threat is exaggerated.

e 20% of small businesses have implemented multi-factor authentication.

e 82% of ransomware attacks in 2021 were to smaller businesses.

e 22% of small businesses increased cybersecurity spending in 2021.

e 87% of small businesses attacked had customer data compromised.

e 700,000+ small businesses suffered cyber attacks in 2020.

e 55% of people in the U.S. are less likely to buy from a breached business.

Cybersecurity has a cost like physical security, but that cost is much less than
the cost of a data theft or a ransomware attack. A business owner can get cyber
attack loss insurance, however the insurers will first verify that the business has
cybersecurity systems in place, and if not will request cybersecurity measures
before issuing the insurance. The insurer will also check periodically that the
cybersecurity measures are being used correctly.

No cybersecurity measures can stop a highly skilled and determined cyber
criminal, however the probability of a cyber attack will be much lower.
Comprehensive cybersecurity measures will be a strong deterrent to persuade
most attackers to move on. In the estimate of many cybersecurity professionals a
properly structured and implemented cybersecurity plan can reduce the
probability of a cyber attack on a business by 98%. A business always needs a
ransomware recovery plan for the small chance that the cyber attack will be
successful.

Any type of cybersecurity product or system can only be effective when
configured correctly by a cybersecurity professional. Businesses that are
upgrading their cybersecurity installation must ensure that they hire qualified
professionals to install and configure the equipment.

Copyright (c) Fire4 Systems (UK) Ltd, 2023. All rights reserved 9



~
Authonet Zero Trust Network Access (ZTNA) Gateway Manual QAuihonei

cybersecurity

Methods of Computer Network Attack Used by Cyber Criminals

There are two methods of cyber attack, an external threat, and an internal threat.
An external cyber attack is an attempt by the cyber criminal to access the

business network remotely, there are several channels.

e Break through the Internet router using a known exploit.

e Break into an access port that is used by remote employees, usually by

stealing a password through social engineering.

e Break into a third party computer system that is connected to the business
network (e.g. B2B) and then get access to the business network.

The success or failure of the external attack depends on how well the business

has installed cybersecurity.

e A firewall will block access from the Internet.

e Multi-factor authentication to protect remote employee access, a code
(one time password, OTP) is obtained from a mobile phone to get access.

¢ An authentication method for a 3rd party data connection that imposes

strict access rules.

Without cybersecurity the attack is easy. With good cybersecurity an external

attack is almost impossible.
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An internal attack is made when the cyber criminal is able to install software on a
computer inside the business network, which gives the criminal remote access to
that computer. This method permits the criminal to bypass the firewall and also
bypass the server login credential because the criminal can access the server
operating system directly and access the database through a known operating
system weakness, called an exploit. The internal method of attack is very popular
with cyber criminals and internal attacks account for approximately 85% of all
successful ransomware attacks.
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An internal attack requires the cyber criminal to trick a member of staff to install
software on the computer that will give the criminal access to the computer and
bypass the firewall. The cyber criminal uses a method called phishing to trick the
business employee into installing the Trojan virus.

A phishing attack requires sending emails to many business employees. The
messages impersonate some business or entity that the user recognizes. The
message describes some problem that requires an urgent solution by clicking a
link in the message.

The email link will call the cyber criminals computer server to download and
install a Trojan virus. A Trojan virus is a small software program that gives the
cyber criminal remote access to the users computer. The cyber criminal then has
access to the computer network and data servers. The user is not aware that the
remote criminal is using the computer to steal business data or plant ransomware
to lock the business data.

The Trojan virus attack will bypass most security measures including the firewall
and the server login such as Microsoft active directory. Phishing message
examples are shown in the next figure.

Copyright (c) Fire4 Systems (UK) Ltd, 2023. All rights reserved 11
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Phishing is the most frequently used method that criminals choose to launch a
cyber attack for data theft or ransomware extortion and this method is successful
98% of the time. After installation, the Trojan virus gives the cyber criminal
remote access to the computer and to all other computers and servers in the
business network. The attacker will then look for known exploits with the server
operating system. Quite often the business server has not been patched with the
latest security updates. The procedure used by the cyber criminal after
installation of the Trojan virus is listed below.

e The computer calls the cyber criminal bypassing the firewall.

e The cyber criminal replies to the message with instructions.
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e The cyber criminal programs the computer to get access to the data
servers.

e The user is not aware that the cyber criminal is using the computer in the
background.

e The cyber criminal encrypts the server data files with ransomware.

Finally the cyber criminal puts a ransom message on the computer screen
demanding a payment in crypto-currency to get the key that unlocks the data.

The phishing procedure is illustrated in the next diagram.
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The steps of a Trojan virus ransomware attack:

Criminal sends phishing emails with virus links

User is tricked to install the Trojan virus

Virus calls the criminal for programming commands
User is not aware the criminal is programming

The criminal encrypts the data servers

The criminal displays the ransom message

mEaN e

In summary, a business faces two types of threat that cyber criminals use
frequently to access the business network that has the minimum cybersecurity
protection of a firewall.

e External attack via access through the network router or via a remote
access channel using a stolen password.

¢ Internal attack using the phishing method.

Of these two the phishing method is the most common and used in 85% of
successful ransomware attacks.

Copyright (c) Fire4 Systems (UK) Ltd, 2023. All rights reserved 13
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Protecting Businesses from Cyber Criminal Attacks

There are two important actions that a business must take in order to reduce the
probability of a cyber attack.

e Employee training to recognize and alert a potential cyber attack. Most
cyber criminals plan an attack through employees, with password theft or
phishing. The employees are the first line of defense and so must be
aware of attack techniques and must have access to a cybersecurity
expert to report a potential attack that must be investigated immediately.
The training should be repeated periodically. A business can call a
cybersecurity consultant who can provide the staff training. Some
cybersecurity consulting businesses offer on-line training courses for staff
cyber attack awareness. Call us to provide contacts for staff cybersecurity
training.

e Technical cybersecurity upgrades for the business network are required
that will block access to what are considered the weak points where cyber
criminals will try to attack. Most small and medium businesses do not have
the technical network upgrades that are required to protect the business
data. The technical upgrades are described in the section that follows.

In addition there are two further actions, listed below, that will help a business to
minimize the probability of a successful attack.

e Move applications software and data to cloud storage. Cloud vendors
spend a lot of money on cybersecurity and have some of the more
talented professionals in the industry. Data is safer from attack in a cloud.
Some software vendors have cloud versions of software that a business is
using. Proprietary software will require migrating to the cloud by a
specialist software business.

e Prepare a recovery plan to restore the business data in the case that a
ransomware attack is successful and avoid paying the ransom. An IT
service business or managed service provider can develop a recovery
plan for any small or medium size business. The recovery plan includes
making daily or hourly offsite backups, preparing hard drives for all
computers and testing the plan.

Staff Cybersecurity Awareness Training

Business employees are the first line of defense. Cyber criminals will most likely
attack the staff to get access to the business data; often with a phishing attack or
attempted password theft.

The training helps staff recognize the signs of a cyber attack. Staff should have a
hotline to call if an attack attempt is recognized. The hotline should be to a skilled
IT person who can immediately investigate the threat. This person might be an
external IT service provider or cybersecurity consultant. Once a threat is

Copyright (c) Fire4 Systems (UK) Ltd, 2023. All rights reserved 14
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identified the clock is counting until the criminal installs ransomware, so it is
necessary to act quickly to remove the threat before it is too late.

The cybersecurity awareness staff training should include the following subjects;
e Whatis a cyber attack?
e Methods that cyber criminals will use to attack.
e Social engineering for password theft.
e The phishing process and how to recognize this attack.
e A ransomware attack explained and what the criminals expect.
e Damage that a cyber attack will do to the business.
e Additional security procedures required for cybersecurity protection.
e Precautions that staff must follow.
e Cybersecurity awareness document.

e Ask staff to report a possible attack using the hotline to the cybersecurity
consultant.

e Ask staff members to identify improvements for the cybersecurity
procedures.

It is important to encourage and reward staff support for participation with the
cybersecurity awareness training, as staff are the first line of defense to identify
potential risks. Never admonish a staff member who allows a phishing attack by
mistake; criticism will prevent people alerting attacks.

Technical Cybersecurity Upgrades for the Business Network
Infrastructure

Network infrastructure in any business usually has several weak points where the
cyber criminal will attack. Each of the weak points is described in this section with
a recommendation for a 6-step infrastructure plan to remedy the weaknesses.

The 6-step network infrastructure upgrade plan is as follows.
1) All staff computers must have anti-virus, and must be frequently updated.
2) Frequently update security patches for all software and firmware.
3) Install a firewall between the network and Internet and configure correctly.

4) Install a Zero Trust network access (ZTNA) security gateway between the
network and all devices, local users, remote users and 3rd party
connections with authentication rules for trusted devices and user access.

Copyright (c) Fire4 Systems (UK) Ltd, 2023. All rights reserved 15
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5) Allow users to access the network via the ZTNA gateway only with multi-
factor authentication. At the minimum 2-factor authentication to ensure
that only trusted people have network access.

6) Monitor network accesses at the end-point security and alert any
attempted unauthorized access; use cloud management for remote
monitoring by the IT service provider.

1) Install Anti-virus on each User Computer, Update Frequently

The attack technique most frequently used by cyber criminals is to install a
Trojan virus on a user computer through a phishing message. The cyber criminal
then has control of the computer. Anti-virus may block an attempt to install a
Trojan virus if the user clicks on a phishing link. When this happens the user
must advise IT security. The important anti-virus steps are listed bellow.

e Do not permit a computer to connect to the network without anti-virus
installed.

e Ensure that all anti-virus installations are frequently updated with the latest
versions.
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2) Frequently Update Software and Firmware Security Patches

All software and equipment vendors issue security patches when a security
weakness has been found. Cyber criminals exploit the security weaknesses to
attack the network. Some software vendors have automatic security patch
updates; Microsoft Windows has automatic updating and cloud applications are
updated automatically. However older versions of Windows must be updated to
the most recent version as older copies are not updated. Most equipment
vendors do not have automatic firmware updates.

Every company should have IT staff or an IT service provider who is checking for
available software and firmware updates and installing them. The upgrade
process should be a weekly exercise for all businesses. Big company IT
departments will automate the process to roll out updates.

The arrows indicate the upgrade points where
security patches should be checked on a weekly basis
to ensure that the network is protected
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3) Install a Firewall Between the Network and Internet

Reduce or eliminate the risk of an external attack to the network from the Internet
by installing a firewall, many different firewall products are available. With no
firewall installed the ISP router can be easily attacked because the cyber criminal
identifies the router type and the vulnerabilities. Businesses do not update router
firmware with the latest security patches so they are easy to attack. Once the
cyber criminal has access to the router then server |IP addresses can be
identified for the ransomware attack. The cyber criminal then attacks the server
using known software vulnerabilities. This is easy for the criminal if the business
did not update the server software with security patches.

The firewall effectiveness depends on the configuration, so it is essential to call
an expert to configure the product. The firewall firmware requires periodic
updates with security patches.

A properly configured firewall will block a cyber attack
from the Internet
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4) Authenticate Devices and Users with Zero Trust Network
Access

Zero Trust network access (ZTNA) security is implemented using a dedicated
gateway product. Any device or user connecting to the network must always be
authenticated before access is granted. 2-factor user authentication is essential.

Copyright (c) Fire4 Systems (UK) Ltd, 2023. All rights reserved 18
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Zero Trust Network Access (ZTNA) cybersecurity technology has the following
characteristics.

Zero Trust network cybersecurity means never trust, always verify.

All devices and users must connect through Zero Trust cybersecurity,
which protects business data, software and infrastructure using strict
protocols, and monitors network traffic for suspicious behavior or potential
threats.

Zero Trust has four principles that are implemented by a Zero Trust end-
point firewall.

Identity verification and authentication of every user and device that is
attempting to access the network. Verification uses device identity checks
and multi-factor authentication (MFA) of users.

Users and devices are given access only to the specific network resources
they need to perform their tasks in order to limit the potential damage that
can be caused by a compromised device.

Users have restrictions imposed for access to Internet services that block
interaction with potential attack vectors and compromised websites.

Continuous monitoring of network activity can identify potential threats and
provides the opportunity to take effective action quickly.

Features of the Authonet Zero Trust gateway are listed below.

Authentication rules.

o Verify the MAC of the device, connection allowed.

o Verify the MAC of the device, connection blocked.

o Verify the MAC of the device, login required.

o Unlisted MAC’s are always blocked.

o Verify the user password, connection allowed.

o Verify the user password, connection blocked.

o Verify the user password, user requires MFA with OTP.

o Optionally user access only with an allowed MAC (3FA).
Filtering rules.

o Specify allowed / blocked network IP range.

o Specify allowed / blocked Internet public IP’s /domains.
Monitoring.

o Monitor status of devices in the LAN network.

Reporting.

Copyright (c) Fire4 Systems (UK) Ltd, 2023. All rights reserved 19
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o List the authenticated users.
o List IP requests but not authenticated, check for intruder.
o List failed authentication, send alert to admin.

The details of the Authonet Zero Trust network access gateway that incorporates
the network access rules is described in the next part of this manual.
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Authonet Zero Trust Network Access (ZTNA)
— All devices and/or users are physically isolated from the
network until authenticated

— Once authenticated all devices and users are controlled and
monitored

5) Multi-factor Authentication and 2-factor Authentication

Cybersecurity experts agree that Zero Trust security with multi-factor
authentication is the single most important investment that gives the biggest
cybersecurity benefit. Many large businesses already have Zero Trust security
with MFA. Most small and medium businesses do not have Zero Trust security
and have no MFA.

With a Zero Trust Network Access end-point security gateway installed, user
network access can be verified using multi-factor authentication. 2-factor
authentication (2FA) is a subset of multi-factor authentication (MFA). Multi-Factor
authentication is an essential part of Zero Trust.

Many people are familiar with 2FA as most banks require it to access account
information. The procedure is simple and illustrated in the following figure.
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e The user opens a login screen and enters a password.

e A one-time password (OTP) is obtained from the users personal phone,
usually a 6-digit numerical code that is valid for a limited time.

e The user then enters the code in the login screen and gets network

access.

2-Factor authentication procedure

—
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2-factor authentication blocks cyber criminal access after a password theft as the
stolen password cannot be used without the one time password (OTP) obtained
from the users personal mobile phone. 2-factor authentication is a deterrent;
when most cyber criminals see that the network has 2FA they give up and move
on to the next victim. In addition, any business seeking cybersecurity insurance
will be requested by the insurers to install 2FA network protection.

Most large businesses implement 2-factor authentication as part of their
cybersecurity plan to protect the business data files from cyber attack. However
most small businesses do not have 2-factor authentication and are therefore
susceptible to cyber attacks.

3-factor authentication adds a third parameter to authenticate the user; this is the
identifying parameter of the computer that the user is connecting with. The
identifier can be a MAC address, which is unique; a combination of MAC plus OS
plus browser identifiers; or it can be an authentication app installed on the
computer with an encrypted key that is recognized by the cybersecurity system.
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6) Monitor Network Access Locally and via the Cloud

Network access is monitored using the Zero Trust security gateway that logs

network access to provide a real time display.

e Authenticated devices.

e Connected devices, requested an IP but not authenticated.

e Unrecognized devices.
¢ Failed authentication attempts.

o Alerts of failed access attempts.

When failed access attempts are persistent it is essential to call a security expert
to investigate. A cloud managed ZTNA end-point security gateway allows the IT

service provider to monitor the business network remotely.

Monitoring network access locally and via the cloud
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Additional Points to Note for the Network Infrastructure Update

There are some additional points to note when upgrading the network
infrastructure.

The first point is that any remote access to the network for staff outside the
business must use virtual private network (VPN) security and must also be
subject to 2-factor authentication. If possible eliminate remote access by moving
data and applications to the cloud so that remote access staff are connecting to
the cloud applications.

Internet of things (loT) devices installed in the network are a security risk and
must be verified. Some IoT devices connect with suppliers for support or
maintenance purposes. These devices may be the method that a cyber criminal
uses to access the network as loT devices have no cybersecurity protection. The
ZTNA gateway can be configured to authorize access to the Internet for loT
devices but block access to the local network.

Ensure that all cybersecurity products are installed by a qualified cybersecurity
professional, as cybersecurity products are only effective when configured
correctly.

A business network with a comprehensive cybersecurity upgrade is shown in the
next diagram.

Business network data security
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Prepare a Ransomware Attack Recovery Plan for the Business
Data

Even with the best cybersecurity precautions there remains a small probability of

a successful ransomware attack, usually due to human error. All businesses

should prepare and test a recovery plan that will restore business operations in a

short time without paying the ransom demand. Small and medium businesses
can work with an IT service provider to prepare the recovery plan. It is essential
that the plan is tested and updated periodically, for example, each quarter. In
addition to restoring business operations it is necessary to investigate how the
criminal was able to access the network and block that path, if this is not done
the criminal will attack again.

A ransomware recovery plan requires backup hard drives to be kept for all
computers and data backups of the business data. Frequent data backups are
the first step and essential to implement a recovery plan. Backup data must not
be stored in the local network, as the cyber criminal will attempt to encrypt the
backups before encrypting the database. The data backups must be offsite and
must not be accessible on-line. Data files are backed up frequently, daily or
hourly. Previous data backups are kept for some time, 1 month or more. If a
cyber criminal attacks with ransomware then the last few backups may be
corrupted. All staff should store personal files on a cloud account for easy
restoration.

Server data secure offsite backup
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Backups are run frequently using a server batch file
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Prepare and test a ransomware attack recovery plan with the following points.
e Write an attack recovery procedure; plan a budget.
e Backup business data daily or hourly to offsite storage.
e Keep 1 to 3-months of backups for a recovery history.
e Have multiple drives prepared to install on computers.
e Have the IT service provider ready for a recovery.
e Test the procedure periodically.

If an attack occurs disconnect the network from the Internet. Next replace the
server and workstation drives and finally restore the data from backups. Do not
connect the Internet until the attackers point of entry is found, the cyber criminal
will try to attack the restored system. The method of access may have been a
user computer, but this is difficult to identify. The only sure method for protection
from future attacks is to change all workstation hard drives in addition to the
server hard drives.

Cyber Attack Risks Summary

All businesses are at risk from a cyber attack, there are no exceptions. The cost
of cybersecurity is much less than the expense of an attack. Businesses face a
large financial loss when a cyber attack is successful.

e The cost of the ransom to release locked data.

e The additional cost of recovering the business if the cyber criminal does
not release the data.

e Reputation cost for a business that is attacked, loss of customer trust.

e When the cyber criminal sells the business data there is a risk of lawsuits
against the business.

e Healthcare businesses have a legal obligation to report a data breach to
the HHS, and then pay a fine according to the number of patient records
breached (HIPAA security).

The essential cybersecurity checklist for a business network is listed below.

e Staff cybersecurity awareness training is essential to recognize a potential
attack, frequently repeated.

e A recovery plan will minimize the damage if an attack is successful.

e Vigilance; the network admin should be aware of who is using the network
and what is being accessed.

e Install Zero Trust network access (ZTNA) gateway to monitor network use;
Authonet is an accessible product for smaller businesses.
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Install 2-factor authentication, an essential deterrent.

A security expert should make regular checkups.

Ensure that software security patches are always installed.
Allow only approved people and devices to access the network.

Computers should be used only on the business network, not removed
and used elsewhere.

Don’t allow mobile devices on the network as they connect to other
networks and may have a virus.

Ensure that connected devices have anti-virus and that USB ports are
locked to prevent installation of a virus via USB memory.

Control access to high-risk websites, personal email, etc.

Access data remotely through cloud storage, do not bring storage devices,
like flash drives, into the business.

If staff has to work outside the business give two computers.

Get cybersecurity insurance.

Businesses can protect against the costly damage of a ransomware attack with
cybersecurity insurance. Cybersecurity insurance can mitigate the ransomware
risk, however the insurers will require cybersecurity investments. Insurers will
want proof that six cybersecurity measures have been implemented.

Internet firewall installed and configured properly.

2-factor authentication (2FA) with Zero Trust cybersecurity.

Staff training.

Frequent software security patch update plan.

All computers and devices must have anti-virus software with updating.

A tested recovery plan has been prepared.

If a claim is made the insurers will make an inspection to ensure that cyber
security measures have been maintained. If cybersecurity measures have not
been maintained the insurer will not pay out.

Unfortunately cyber attacks are increasing very quickly and eventually every
business may be attacked. However businesses with good cybersecurity will
never know that a cyber criminal tried to attack and gave up.
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PART 2:

Authonet ZTNA Gateway
Installation and Operation

Copyright (c) Fire4 Systems (UK) Ltd, 2023. All rights reserved 27



~
Authonet Zero Trust Network Access (ZTNA) Gateway Manual (DAU“‘IO“E"

cybersecurity

Introduction to Authonet Zero Trust Network Access Operation

The purpose of a firewall is to block any external attack to the business network.
The purpose of a Zero Trust Network Access (ZTNA) gateway is to block internal
attacks, such as.

e Phishing.
e Password theft.
e Interfaces with 3™ party systems.

ZTNA imposes controls on the access to the network from devices that are
connected to the network; a summary of the controls is listed below.

e Configure devices and users that will be accessing the network.

e Authenticate devices onto the network; verify the identity of approved
devices and block access to devices that are not approved.

¢ Authenticate people onto the network; verify the identity of approved
people and block access to people not approved.

e Use multi-factor authentication to authenticate people, this can be 2-factor
or 3-factor authentication.

¢ Determine what each device and user can access within the network, by
setting ranges of allowed and blocked IP addresses.

e Determine what each device and user can access with the Internet, by
setting lists of allowed and approved public IP’s and domain names.

e Monitor all types of connections to the network.
o Approved devices.
o Unknown devices.
o Authenticated users.
o Authentication failures.

e Alert conditions that need further investigation by the cybersecurity
professional.

o Unknown devices.
o Multiple authentication failures.
o Attempting access to an unauthorized area of the network.

Configure and monitor via the gateway admin port and also via the cloud
service.

ZTNA offers better security than a server password, such as Microsoft active
directory login. Once the criminal has access to the user computer and the
network the criminal does not need a server password as the attack will be made
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to an unprotected part of the operating system to get direct access to the data

files on the storage devices.

A diagram of the Authonet ZTNA gateway configuration features is shown in the

next diagram.
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Access of any user or device to the network is blocked until the authentication
process has been completed. In the case of 3-factor authentication, login

requires the following steps.

e Connection from a known and authorized device (something that the user

has access to).

e User provided login password (something that the user knows).

e User provided one time password (OTP) obtained from a personal mobile
phone (something that the user owns).

Password theft will not give network access because the criminal does not have
access to the mobile phone with the OTP code.
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In the case where the criminal is able to install a Trojan virus onto the user
computer then the criminal will have access to the network after the user has
been authenticated. For this reason it is important to set rules to restrict network
access. For example set IP block ranges that include data storage servers but
allow access to applications servers.

The installation of a Trojan virus requires the user computer to have access to
the criminals Internet server after a phishing message link has been clicked in
order to download and install the virus. If a user computer does not have access
to the criminal's server then the Trojan virus will not get installed and so the
business is protected from a phishing attack. There are two methods to achieve
this.

The first method is to allow the user computer to have access only to the public
IP’s or domains that are necessary for the business to operate. This is configured
with the ZTNA gateway and might include the following.

e The business applications cloud server.

e The websites of the business vendors.

e The business e-commerce website.

e The email and software servers, such as Microsoft 365.

An alternative method is to provide staff with two computers; one for the business
systems with access blocked to the Internet, and a second computer that has full
access to the Internet but all access to the local network is blocked. This is
configured with the ZTNA gateway. The user can share files between Internet
systems and business systems through a shared file store system that checks for
viruses.

Either of the configurations described above will prevent a phishing attack.

Although the two methods might seem complicated for staff to use, many large
businesses have implemented one or the other of these configurations in order to
be protected from a ransomware phishing attack.

Authonet ZTNA Gateway Functional Overview

The purpose of the Authonet gateway is to protect the business network from a
cyber attack, especially a password theft attack or a phishing attack. The
Authonet ZTNA gateway has five principal functions:

¢ Authenticate pre-approved devices; only pre-approved devices get
network access

¢ Authenticate users with password only, or with password plus one time
password (OTP) obtained from a personal mobile device (2FA and 3FA is
strongly recommended).

e Impose pre-configured LAN IP range restrictions on each device and user.

Copyright (c) Fire4 Systems (UK) Ltd, 2023. All rights reserved 30



~
Authonet Zero Trust Network Access (ZTNA) Gateway Manual (DAuihonei

cybersecurity

e Impose pre-configured WAN public IP and domain name restrictions on

each device and user.

¢ Monitor the network traffic for intrusions and attempted unauthorized

access and alert the supervisor.

The block diagram shown below illustrates the internal operation of the Authonet
ZTNA gateway. All rules are configured into the database using the administrator
GUI. The administrator connects via a dedicated admin port (out of band). The

admin port must not be connected to the LAN network.
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Installing the Authonet ZTNA Gateway in a Business Network

The Authonet ZTNA gateway is installed in the network so that all user devices
are connected to the gateway LAN ports, with the exception of LAN4, which is
only for administrator use. The WAN port connects to the business network,
which includes printers, servers and the firewall, which provides access to the
Internet via the router.

The Authonet ZTNA gateway is configured using the administrator computer,
which connects to the software user interface (Ul). The administrator Ul is
accessible only through the LAN4 port.

WARNING

The LAN4 port must not be connected to any part of the network. The LAN4
port must be isolated to prevent any unauthorized attempt to access the
software Ul from the network. Connecting the LAN4 port to the network is a
serious security risk.

The isolated management port is called out-of-band management. The Authonet
gateway is also accessible via the Authonet cloud account.

The administrator computer can be removed after product configuration, as it is
not required in normal operation. The administrator computer is required only for
the following tasks.

e Add or remove devices.
e Add or remove users.
e Change access credentials.
e Monitor network access and use.
e Alerts are sent to the designated administrator email.
The next diagram illustrates the installation of the Authonet ZTNA gateway in the

network.
Authonet
ZTNA
Firewall t
g_a EWéy Ethernet

Router

Staff computers

.g Business e
Internet network L=_.=.l
= Administrator  f—u
Admin connection port LAN4 j .computer

—

Copyright (c) Fire4 Systems (UK) Ltd, 2023. All rights reserved 32



~
Authonet Zero Trust Network Access (ZTNA) Gateway Manual (DAuihonei

cybersecurity

When configuring the network infrastructure follow these rules.

e The Authonet admin console is connected to the dedicated out-of-band
port (LAN4), this port must not be connected to the network infrastructure.

e All local users should be configured for 2FA or 3FA, a registered device
with password and OTP for authentication, except where users connect
from multiple devices, and access to the local network and Internet is
restricted.

¢ Remote computers must be connected via the firewall VPN server, the
firewall VPN server must be routed to an independent firewall port and
connected to the ZTNA gateway via the switch to implement 2FA for
remote users.

e |oT devices should be connected to the ZTNA network connection and
access to the local area network must be restricted or blocked.
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Authonet ZTNA Products

The Authonet ZTNA products are network appliances for installation in the
business network. The Authonet A300 Zero Trust Network Access (ZTNA)
gateway is designed for small business cybersecurity protection.

e There is no limit for the number of devices and users that can be
authenticated.

e The administrator graphic user interface (GUI) can only be accessed via
LAN4, other LAN and WAN ports do not have administrator access

e The LAN4 port is dedicated for the administrator console and must not be
connected to the user network.

e The Authonet cloud service will be available for remote management and
monitoring.

3 LAN 4/ ADMIN

Authonet i I I I Ii | A300

ZTNA

The Authonet A1000 Zero Trust Network Access (ZTNA) gateway is designed for
small and medium business cybersecurity protection.

e There is no limit for the number of devices and users that can be
authenticated.

e The administrator graphic user interface (GUI) can only be accessed via
LAN4, other LAN and WAN ports do not have administrator access.

e The LAN4 port is dedicated for the administrator console and must not be
connected to the user network.

e The Authonet cloud service will be available for remote management and
monitoring.

e Contact Authonet for information about products for larger businesses.

Lavz A1000

! AU“‘I "et Dl—:l : u ey I ' EAM‘ LANA' EANS' Zero Trust Network Access
cybersecurity L—i ZTNA Cybersecurity
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A300: Product Connections

The Authonet A300 is designed to provide Zero Trust Network Access
cybersecurity for smaller businesses. There is no limit to the number of devices
and users that can be registered with the A300.

Connect the ports as shown in the diagram. The WAN port should connect to the
business network that includes the servers, printers and the firewall, which
connects the network to the Internet. The ports LAN1, LAN2 and LAN3 connect
to user devices, which can be wired computers, WiFi devices and loT devices.
Any type of device that has a MAC address and is a DHCP client that requests
an IP address can be connected. The port LAN4 must be connected only to the
administrator console. LAN4 must not be connected to the network. The
administrator can connect only to LAN4, which is the administrator graphic user
interface (GUI) and this is not available on any other port. This is a security
requirement. IT service businesses and managed IT service providers wishing to
have remote management and monitoring access to the A300 should open an
Authonet cloud account subscription.

LAN4: connection to the the ADMIN console ONLY WAN: connection to the
LAN1, LAN2, LAN3: connections to the the user devices business network
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Password . |
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and reports H 'i:l'\

The A300 product is shipped with a quick start guide. Follow the quick start guide
instructions when powering the product for the first time. Online support is
available via the Authonet website, always provide the product serial number
when contacting support.
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A1000: Product Connections

The Authonet A1000 is designed to provide Zero Trust Network Access
cybersecurity for smaller businesses. There is no limit to the number of devices
and users that can be registered with the A1000.

Connect the ports as shown in the diagram. The WAN port should connect to the
business network that includes the servers, printers and the firewall, which
connects the network to the Internet. The ports LAN1, LAN2, LAN3 and LAN5
connect to user devices, which can be wired computers, WiFi devices and loT
devices. Any type of device that has a MAC address and is a DHCP client that
requests an IP address can be connected. The port LAN4 must be connected
only to the administrator console. LAN4 must not be connected to the network.
The administrator can connect only to LAN4, which is the administrator graphic
user interface (GUI) and this is not available on any other port. This is a security
requirement. IT service businesses and managed IT service providers wishing to
have remote management and monitoring access to the A300 should open an
Authonet cloud account subscription.

LAN1,LAN2, LAN3, LAN5: connections to the the user devices
LAN4: connection to the the ADMIN console ONLY
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The A1000 product is shipped with a quick start guide. Follow the quick start
guide instructions when powering the product for the first time. Online support is
available via the Authonet website, always provide the product serial number
when contacting support.
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PART 3:

Initial Product Configuration and
Administrator Login
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Quick Start Guide

Each Authonet product includes a quick start guide; this is shown in the figures
below. The quick start guide has eight sections that will help the customer with
the product initialization process. On completion this manual should be consulted

to configure the product. The quick start guide can be downloaded from the
Authonet website.

Authonet Zero Trust Network Access (ZTNA) 2. CONNECTING THE A300
Cybersecurity Gateway
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Authonet gateway. Please download the manual from our website and consult Ensure that the WAN
it for the next steps: network has Internet
* Adding devices. access.
* Adding users.
« Adding rules for users and devices. Open a browser. e v 3
Open a new browser tab.
A300 Kit A1-300Kit Type the login page.
Check the Power supply, 12v Power cord https://ulogin.net:8080/ Ratyen
Ethernet cable Ethernet cable
contents i il
Quick Start Guide Rack mounting brackets TheChlick St syl
Quick Start Guide open. Complete the
information as requested.
4 5
6 7
6. LOGIN SCREEN 7. SETUP PROCEDURE
Login to the administrator port LANA Ul using: ulogin.net/admin First check the firmware version, does it need updating? If so dick the
£ update button then wait for the update. Do not power off. Wait until the
D - reboot message is displayed then click reboot.
The default
usemame is: Now proceed to | GiAwthenst
Admin the next stepsin g —
Hheipmayrond _ _ the - =
was configured - " configuration -
during the initial * : T . process:
setup. — 5 T * Add devices S
] * Add users -r
Openthe ihe il * Add rules
administrators
dashboard. Follow the
instructions in
the manual.
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Product Setup

Connect the Authonet ZTNA product WAN port to the business network and the
LAN4 is connected to the administrator’'s computer using an Ethernet cable.

e Open a browser; open a new browser tab.

e |f the Authonet setup page does not open automatically then type the login
page name: www.ulogin.com.

The Authonet setup; page will open; the screen is shown in the next figure.

G m % https://ulogin.net:3080/setup.cg 3 g A & % :,. l " l
~—
(') Authonet
cybersacurity
A Welcome to Authonet A

This gateway needs setting up, please follow the instructions below. The ID for this gateway is ED6EA123D53.

© Set time zone ~

Select time zone/location of the gateway

| US/Eastern v

Time is set via NTP (pool.ntp.org), please allow NTP
One Time Passwords (OTP/2FA) requires correct time

& Set up an administrator account A~

Username:

|admin ‘

New Password: #

Retype:

Save settings
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Select the time zone and set the administrators password. Use the password
generator to generate a strong password. The requirements are:

e Upper and lower case letters, numbers, symbols.
Click the save settings button.

When the administrator setup page has been completed the dashboard screen
will be displayed, this is shown in the next figure. The administrator will see this
display after each administrator login on the LAN4 port.

The administrator will require network down-time to configure all network devices
and users during the installation of the Authonet ZTNA gateway before the users
can connect to the network. The administrator will have configured 2FA for the
users (recommended) and so each user will configure the mobile device 2FA
code generator using the QR code provided by the administrator.

T Authonet

cybersacurity

Status ~

0 Authenticated devices 0 Logins today
2 Connected devices 0 Logins this week

©® Dashboard

View activity View authentication reports

3 New devices 0 Blocked logins
2 Blocked devices 0 Failed logins

Management ¥

View events log View authentication reports

@ System information ~ &5 Network ~

Gateway name Authonet

Serial number (1) G3EATAD3EE

Settings v

Uptime 0dm 54s

Date/time 2023-10-02 12:12:21

Timezone US/Eastern

Firmware version 0.91mt WAN Rx (down) WAN Tx (up)
LAN IP address 10.1.10.118
Hostname ulegin.net
Public IP 73.245.140.55
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The dashboard gives an overview of the computer network security.
e Four reports.
e System connection.
e Network performance.

The menu to select the configuration functions has 14 entries. The configuration
functions are described on the following pages.

Before the administrator has configured the initial setup page a user computer
that is connected to any of the network LAN ports will get an IP address from the
network, however a browser will show no connection. After the administrator
adds the devices then configures "login" a user computer browser will display the
default login page, shown in the next figure. The user has no login credentials
configured at this point and so the user cannot connect to the network.

i& User | = Token|

Please log in to use the network:

Username:[ ]
Password:[ ]

‘ Login |

==cur=a by Authénet
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The User Interface (Ul) Configuration Parameters

The graphic user interfaces is accessed upon login. The management functions
are divided into three sections as shown in the figure.
Status: Information about the network

utilization and performance.

. Status =
e Dashboard: an overview of current
utilization and fast access to operational ® Dashboard
reports.
e Performance: throughput and network @ Performance

use graphical information.

e Activity: network activity includes
connected devices and authenticated
users.

e Logs: network access log for business
records.

Management: Zero Trust Network Access.

e Devices: recognition and authentication
of devices that are connected to the
business network.

e Users: credentials for authentication of
users, access password and 2-factor
authentication. Settings

e Rules: rules of access and
authentication that are applied to
devices and users.

Settings: Configuration and operation
parameters.

e Alerts: send alerts via email

e Login: customization of the login screen
presented to users who have a login
rule.

e Network: change the default network
setting from DHCP to static IP’s.

e Timezone: set the location timezone

e Upgrade: install the latest firmware
version.

e Backup: create a settings file backup;
restore a settings file backup.

o Staff: add staff to the admin login.
e Reboot: configuration change reboot.
e Logout.

A Alerts
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Administrator Login

With the administrator computer connected to LAN4, open the browser with a
new tab. The username and password box will open to enter the administrator
credentials. There is no administrator login page.

If the login box is not displayed then type the following to open the login page:
https://ulogin.net/admin
The administrator will enter the credentials using the browser login box.
Username: admin, password: entered during the initial setup

If the password is forgotten or lost the Authonet ZTNA gateway will have to be
reset to the factory default setting.

An example of the browser login box is shown in the next figure.

0 You must log in to this network before you can access the Internet.

@ ulogin.net:3080
This site is asking you to sign in.

Username

[

Password

|

Came'
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Administrator Access to the Internet

Administrators can request access to the Internet, however this action is not
advisable as it is a security risk. See the warning later in this section.

After login, the administrator has access to the configuration Ul, however the
administrator does not have access to the Internet.

If the administrator requires access to the Internet follow the procedure to allow
access.

Open the activity page and identify the administrator workstation, in the example
below this computer has the IP address 10.1.10.80

6‘-') ﬁuthone

......... ty
Status ~

Authenticated LAN devices e A

> MAC P Rules Login Bytes Up / Down
No authenticated users
& User [0 Device

Management ~

A AN dices o
MAC Hostname P Rules Policy
1c3%47:2eiec:i9 DESKTOP-AL305M8 10.1.10.80 =
74:29:af:49:17:d9 10.1.10.105 Login =
20:d1:60:ed:4a:28 10.1.10.1985 =

Settings ~

ny ot
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Next click on the three horizontal bars to the right of the workstation IP address.
This opens a window that is shown in the next figure.

Click the button “Log in as admin”

This will give the administrator access to the Internet.

Status ~

©® Dashboard
Performance
58 Activity

£ Logs

Management

[0 Devic

Settings v

iy oM

Authenticated LAN devices

1D MAC IP

All LAN devices

MAC
10394722079
T4:20:af:49:17:d9

Rules

Login

No authenticated users

Hostname

DESKTOP-AL305M8

20:d1:60:ed:42:28

Choose action:
Block device

IP
10.1.10.80
10.1.10.105
10.1.10.195

Bytes Up / Down

Hide authenticated | @ A

Rules

& User

Policy

Login

(g Device
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The next screen shows that the administrator computer has been moved to the
section “Authenticated LAN devices”

The administrator can configure the Authonet gateway and has full access to the
Internet.

WARNING

Giving Internet access to the administrator's computer is a serious security
risk. If the administrator clicks on a phishing link then a cyber criminal will
have access to the administrator’s computer, to the Authonet cybersecurity
configuration, and to the network without restriction.

—
(7)Authone
Jcybarsacurity
Status *
Authenticated LAN devices o A
(1]
1] MAC P Rules Login Bytes Up / Down
& Admin 1c:39:47:2etec:79 10.1.10.80 842772023, 12:27:34 PM 0B /0B =

& User [0 Device

Management ¥ .
A v o A
MAC Hostname P Rules Policy
74:29:af49:17:d9 10.1.10.105 Login =

Settings »

fly
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PART 4:
Status and Reporting
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The Dashboard

The dashboard is the first screen that is displayed when the administrator logs in
to the UI.

The dashboard provides an overview of current utilization and gives fast access
to operational information.

If the administrator wishes to open a support ticket first get the serial number and
current firmware version from this page to submit with the support ticket request.

Note that the Authonet gateway is given a name, this name is used when
sending out alert emails and communicating with the cloud.

6Authonet

cybersecurity
Status ~

0 Authenticated devices 0 Logins today
2 Connected devices 0 Logins this week

@ Dashboard

View activity View authentication reports

3 New devices 0 Blocked logins

2 Blocked devices 0 Failed logins
Management v

View events log View authentication reports

O System information ~ &5 Network -~
Settings ~ Gateway name Authonet
Serial number (ID) 63EA1A038B
Uptime 04m 54s
Date/time 2023-10-02 12:12:21
Timezone US/Eastern
Firmware version 0.91mt WAN Rx (down) WAN Tx (up)
LAN IP address 10,110,118
Hostname ulogin.net
Public IP 73.245.140.55
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Information Bars: Authenticated devices, connected devices

The dashboard has four colored information bars. Each bar opens a report page
when clicked.

The top left information bar is a shortcut
to the activity page and shows both
authenticated and connected devices.

@ﬁuthonet

.......... ¥
Status ~

Authenticated LAN devices e A~

D MAC 1P Login Bytes Up / Down
No guthenticated users
#= Activity & User (3 Devies

All LAN devices Hide authenticated | @ A
Management v
MAC Hostname IP Policy
10394722279 DESKTOP-AL305ME 10.1.10.80 =
20:d1:60:ed 4a:28 10.1.10.195 =

Settings ~
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Clicking the question mark symbol
displays additional information about the
data being displayed.

| (p)Authonet

Authenticated LAM devices 8 A

These are devices that have been authenticated or have logged in. The ID column shows how a device has been
authenticated. This may be via [0 MAC address. via the login page by a & user. or via 3 BB token, Click on the = icon
1o 56 options

[1F] MAL 1] Rubes Lagin Bytes Up / Dawn

Mo suthenhosied users

Managemenl =

All LAN devices
AL Huostnams 1P Rules Padicy
—— 20 150k ekl 28 10,195 =
Seltings = 0 =
Tedud T daes Ty DESKTOP-AL3CI5ME 101 10.80 =
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Information Bars: Logins today, logins this week

The top right information bar is a
shortcut to the authentication reports.
Data statistics for authenticated devices
and users is listed in the report.

i duthos

ﬁAuthonet

cybersecurity

Status ~

#) Authentication Search || 100 v| > X ©

~earcr

Time Authentication Data Up Data Down Logout Reason

No events

s Reports

Management ~

Settings ~
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Clicking the question mark symbol
displays additional information about
the data being displayed.

i duthos

| fﬁﬁﬂthm‘le

Status =

#) Authentication [00 «]» & @

Thits tabde shows suthentication/login successes and falures for users and devices

* Green and red backgrounds show bogn success or failure

®  Greed rows are ogged in red rows have been blodcked for 3 faiad logins
¢ The & icon naxt to 3 username shows 3 user authentication

Management = & The L_I.'I con next to a MAC shows a device authentication

* The reason oolumn shows why' 8 login tailed o why & lagout happensd

. A green B chows the list is and ul:lilitll'g checkl - 1o update,

# A& red Wl shows the list 5 paused. click  to pauss

& Click & to downilcad the authentication list m C5V format.

Sattings =
Thee list can be ssarched by IF, MAC address or username wsing the search box, a search will pause the kst.
Tisne Authentication Diata Up Dhata Doren Logaut Reasan
No events
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Information Bars: New devices, blocked devices

The bottom left information bar is a e
shortcut to the events log page. The last
10,000 events are displayed. Older
events are deleted. The cloud service
stores the event history up to 1 year.

[ ]
(;)Authonet
' cybersacurity
Status ~
(0 New devices @ A
MAC address IP address
20:d1:60:ed:4a:28 2603:3020:3322000:2d50:feb9:68b6:b02d + Q
Siido0644nd48 192.168.0.1 + Q
103947 2etec:79 10.1.10.80 + Q

Management v © Blocked packets || 100 "| > F-
Source IP:port Source MAC Dest IP:port Dest MAC Proto Time
162,168.0.1 f2:dc96:44:ba48 224.0.0.1 01:00:52:00:00:01 2 02 Oct 12:19:10 &
10.1.10.195:41784 20:d1:60:ed:42:28 142.251.9.188:5228 38:1T:eifc:3%be TCP 02 Oct 12:18:25 S
. 34.107.221.82:80 38:17:e1:fc:3%:be 10.1.10.80:54645 1¢:39:47:2e2c79 TCR 02 Oct 12:18:23 =
Seftings ~ 341072218280 381Telici0be 10.1.10.80:54644 1039472ec78  TCP 020ct12:1808
10.1.10.195:48536 20:d1:60:ed:4a:28 74.125.196.188:5228 38:17:elifc:3%be TCR 02 Oct 12:18:05 =
2042.65.88:443 38:17:e1:fe:3%be 10.1.10.80:55357 13947 2eec:79 TCP 02 Oct 12:17:34
10.1.10.80:55359 1c:39:4T 2070 52.159.127.243:443 38:1Telifc:3Bbe TCP 02 Oct 12:15:56 =
10.1.10.80:55357 13047 2eec:79 20.42.85.88:442 3817 1ifc3%be TCP 02 Oct 12:15:56 =
10.1.10.80:5353 1c:39:4T 2070 224.0.0.251:5353 01:00:52:00:00:fb ucp 02 Oct 12:15:54 &
10.1.10.80 13047 2eec:79 224.0.02 01:00:5e:00:00:02 2 02 Oct 12:15:49 S
23.202.74.133:80 38:1T7elfc:30:be 10.1.10.80:54667 13847 2eecTl TCR 02 Oct 12:15:49
34.717.65.55:443 3807 lfc3%be 10.1.10.80:34647 1c:39:47 279 TCP 02 Oct 12:12:55 =
10.1.10.80:55108 130472 e 70 75.75.77.5:443 381Telfc30be TCR 02 Cct 12:11:58
192.229.211.108:80 3811 Telifc3%be 10.1.10.80:34672 103247 279 TCP 02 Oct 12:11:04 <
52.,17817.234:443 38:17:e1:fe:3%be 10.1.10.80:54662 13947 2eec:79 TCP 02 Oct 12:08:51
407498195443 38:17:e1:fc:3%:be 10.1.10.80:546584 1¢:39:47:2e2c79 TCR 02 Cct 12:09:48
13.68.233.9:443 38:17:e1:fe:3%be 10.1.10.80:54654 13947 2eec:79 TCP 02 Oct 12:09:32
138.91.171.81:80 38:1Te1:fc:3%be 10.1.10.80:54664 1c:39:47 20270 TCP 02 Cct 12:09:27 S
10.1.10.80:54654 13047 2eec:79 13.68.233.0:443 3817 1ifc3%be TCP 02 Oct 12:09:18 =
10.1.10.80:54667 T304 T 2eec 70 23.202.74.133:80 381 Telifc3tibe TCP 02 Oct 12:08:28 <
10.1.10.80:54664 13047 2eec:79 138.91.171.81:80 3817 1ifc3%be TCP 02 Oct 12:08:24 S
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Clicking the question mark symbol
displays additional information about
the data being displayed.

| f‘;‘jlﬂ:uthone

TITLI L [T

E Mew devices 0 A
Mew dewvices that connect 1o the LAN ports ane listed here.

= Devices will be remowved from the st when added to devices page. ,/
= Click ¥ to add 1o devices page and block or allow

* Click'®, to find blogked packets for this device

Managenent =

MAL address IF address Time
Il 160k chda: 20 2603:3020: 33202 000:2 d 50 felnB-68b6:b02d 02 Oct 12:08:27 + 0
58+ 19216807 81 + Q
10.1.70.80 + Q
Settings =

%) Blocked packets || 100 v| [ ie
Source IPyport Source MALC Dest IPzpart Dresst MAC Prote Time

34,117 45 45443 38:1 T i35 b 10.1,10.50 84347 g 3ATden TH = 03 Cer 12:30042

S8 BEl a4l
Il hedkda: 28

381 T3S b

1T A3 b

0o 1 6redida: 28

20,4265 28443 381 T dic 35 be
1.1080:553% T3 TdnecTd
T2eec: ™
2esec: T o
IA T s
S30: 1T 25 bt
38:1
AT deanTl
AR 1 Tom U obem- A b

Copyright (c) Fire4 Systems (UK) Ltd, 2023. All rights reserved 54



~
Authonet Zero Trust Network Access (ZTNA) Gateway Manual OAU“‘IO“E"

cybersecurity

Information Bars: Blocked logins, failed logins

The bottom right information bar is a
shortcut to the authentication report

page.

[l

@ﬁuthone

rrrrrrrrr ty

Status ~

¥ Authentication Search || 100 "| > L ©

Time Authentication Data Up Data Down Logout Reason

Ne events

s Reports

Management v

Settings ~
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Clicking the question mark symbol
displays additional information about
the data being displayed.

{iiAsinoe

| A/
(;)Authone
l I T I 0y
#*] Authentication ” 100 v| . i 9
This table shows suthentication/logn succesiss and falures for users and devices
» Gresn and fed backgrounds show loge duccess of failune /

= (Green rows are logged i red rows have been blocked fior 3 faded logins

# The & icon next to 3 username shows a user authentication
Management = * The [ icon next to a MAC shaws a device authentication

* The reason column shows why' 8 login tailed of why 8 lagout happened
" A gresn B chows the list is and updating, dick o update,

¢ A red W shows the list is paused. click to pause

& Click .t to download the authentication list i TS5V format.

Sattings =
The list can be ssarched by IP, MAL address or username using the search baw & search will pause the kst.
Time Authentication Dratta Up Drata Diowen Logowt Reasan
No everts
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Performance Charts
The performance charts show two parameters.

e CPU and RAM usage: indicates the processing overhead of the Authonet
ZTNA gateway, the processing overhead is determined by the type of data
traffic over the business network.

e WAN throughput: indicates the utilization of the WAN circuit for data
download and data upload. The user Internet access frequency and
software applications determine the data bandwidth utilization. With cloud
based applications the WAN utilization will be higher than with applications
installed on a LAN server.

Verify that the gateway utilization is not constantly operating at the maximum. If
this is the case then it is necessary to upgrade to an Authonet gateway with a
higher throughput.

/m
1 Authone
cybarsacurl ty

Status ~ p
Graph last 10 mins (live) v|

|8 CPU and RAM usage ~

Management ~ 5% |

Settings *

N |
NMw o Ll i
IR W RRTRNTE

0940 09:41 09:41 09:42

=CPU: 1% = RAM: 15%

18 \WAN throughput ~

30K

K

24K |

20k |

15K
| M—

R L LT T
0540

== Rx: 5 Kbps == T 3 Kbps
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Verify that the WAN transmit and receive operating speeds are not at the
maximum for the ISP circuit. If so then it is necessary to upgrade to a faster
service.

Network Activity
Two data groups are shown on the activity chart.

e Authenticated LAN devices: devices and users that have been
authenticated and have access to the LAN and to the Internet are listed.

e All LAN devices: devices that are connected to the Authonet user LAN
ports are listed; this list includes both recognized devices and
unrecognized devices.

The administrator can consult network activity to identify devices and users
accessing the business network.

=
O Authone
T/)cvbarsacuri ty
Status ~
Authenticated LAN devices e A
ID MAC IP Rules Login Bytes Up / Down
I} Tdeb:e2:deeb:19 10.1.10.47 8/21/2023, 10:03:32 AM &M/ 16M o

& User (D Device

Management ~ .
All LAN devices Hide authenticated v| @ A

¥l Rules
MAC Hostname P Rules Policy
103847 2eec79 DESKTOP-AL30OSMS 10.1.10.80 w

Settings *

Llvoho
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The status of any devices listed in ‘authenticated LAN devices' can be changed.
Click on the gear symbol shown to open a box with two status change options.

e Log out device.
e Block device.

This is a useful tool for use when the administrator identifies traffic characteristics
that might indicate the device has a virus. Blocking the device will protect the
network and give an opportunity to examine the device.

The configuration command is shown in the next figure.

.ﬂ.uth net [ewan ]

Authenticated LAM devices o o~

Al LAM devices

WAL Enshripms Ir gl Policy
- o
®
Settings = Choose action:
_ Log oul aica
vEinho
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The status of any devices listed in ‘all LAN devices’ can be changed. The status
options are listed below.

e Block access.
e Add to devices.
e Login as admin.
When the 'add to devices' option is clicked the device is added to the device list.

This feature provides a quick method of adding all network devices into the
device list when the Authonet ZTNA gateway is first installed in the business
network.

The configuration command is shown in the next figure.

) Authonet =

Authenticated LAN devices a9 A
i} MAL 4 Rules Login Brytes U S Do
& =
&L oe
All LAN devices [ETTTE—— - R
WAl Heatname [ Rules Palicy
x
Choose ation
A 1o devices
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When the ‘add to devices’ button is clicked the device appears on the device list.
This new device entry shown in red is illustrated in the next figure.

Click the update devices button to add the MAC to the list permanently.

The new device entry is allowed access to the network and to the Internet. It is
necessary to set rules for the device to determine what it can and cannot access.

Administrators and Network IT installers should follow this procedure to add
devices during the Authonet ZTNA gateway installation and configuration
process.

f":"}:ﬁuthnne —

&8 Devices [allowed MAC addresses)
A device’s MAC address can be allowsd. blocked or require further authertication

* [Pylez can be applied before a default policy of Block. Allow or Login
* A dofault policy can be used without any niles
Adational authencation can be requred by a Login nade ar policy

* Lhgge will be logged snd alens triggsred il requined by nae

Management =

Use of MAC address alone is not recommendied for user sdentity. two factor suthentication { Logn | is recommendsd.

Dedwuit rules Drefault policy

| | Block bt allow login [Logn) Hl

Dituslt ruless guerriche the defult policy. Ruler com how hefore iogin or oomtinee to biod: afber login. Other sias can ovarmide et

Settings =
WAL pcidress Namea/description Riglax: Diefault
BRAHE B i) | [Hr;.-u.:_.-t oo |.a,| | | Bl w| %
50T Tk Hedd | |-'.'hanr'|r'g Tatum dl | | | Biladk "-'l n
_:F\:If(k.ﬂi.a-aar | Chiistian Bale I-1|'.|| | | | Logir ul 4
|l Bdad | | Daniel Craig n.I-.".lncI] | | lLNI' '-'] =
485k 305355 | Dwvayme Jobnson -:| | | Logir w| *
BA:dc9E:44:08:48 | Ermma Share eplull | Lagie ¥| %

| | [ Logir +] *
ciricdofd2els | Kresten Stowart -.‘hul | | Logir «| ®
.xﬂ‘ié{ﬂd-:if B8 | .l‘-"lélli ‘Wahierg |A|] | | Logir w| *

TolSdf&2ch | George Clooney d

O Bt iarts | Reber Dowrey ns] [ | lL:'.gn" *-'] x
b8 70123600 | | Sandrs Bulock ae | | [ Ao ~] %

[Taeezdeetts | [MyTESTORL || |

Logir "-'l L

———— || Y | [ { e ~| =
+
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Network Access Log

The log of events records each device access to the network with the action that
was taken and a time stamp. The device log stores the last 10,000 records. The
cloud log stores up to 1 year of records.

The log is valuable when a security specialist is diagnosing potential network
attacks.

For example, a device that is not authorized to access a server but has a Trojan
virus installed will show a series of blocked actions to the IP address of the
server.

6 Authonet

cybersecurity

Status ~

SR so

This table shows packets that have been blocked due to login status or rule match.

* Hover the mouse over the IP address to see the MAC address

* The icon shows that a number of blocks have been grouped, click to to show all.
* A green shows the list is and updating, click to update.

Management ~ = A red shows the list is paused, click to pause.

* (lick on a MAC or IP address to view or add to Devices pages.

* Click & to download a list of packets in CSV format.
The list can be searched by IF, MAC address or port using the search box, a search will pause the list.
Settings ~ Logging is rate limited so not all packets are logged. Broadcast and multicast packets from WAN to LAN are not logged.
Fi W | Source IP:port Source MAC Dest IP:port Dest MAC Proto Time
ai 3 n

192.168.0. Shidcotddbads 22400 01:00:52:00:00:01 2 25 Sep 11:45:07
10.1.10.195:44144 20:d1:60:

28 74.125.200.188:5228 38:17:e1:fc:3%:be TCP 25 Sep 11 9
1ife:3%be TCP 25 Sep 11:36:39

10.1.10.195:48718 20:d1:60.ed:42:28 142.250.97.188:5228 38:1

10.1.10.195:46622 20:d 1:60:ed:4a:28 108.177.13.188:5228 38:1T:e1:fc:3%be TP 25 Sep 11:20:54
10.1.10.195:36014 173.194.212.188:5228 TP 25 Sep 11:08:03
10.1.10.195:52594 173.194.213.188:5228 : TP 25 Sep 11:01:27
10.1.10.195:48798 E 142.251.9.188:5228 38:17:e1:fc:3%be e 25 Sep 10:57:533
10.1.10.195:37212 20:d1:60:ed:4a:28 172217.204.188:5228 38:17:e1:fc:3%be TP 25 Sep 10:57:32
10.1.10.195:47660 20:d1:60:ed:4a: 173.194.216.188:5228 38:17:e1:fc3%:be e 25 Sep 10:55:27
31.13.6732:443 38:1T:elifc:3%be 10.1.10.99:41284 la:7e:14:03:72:90 e 25 Sep 10:55:11
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Reports

Reports show events that were selected for the log and reporting when a rule
was created. The attempt to break a rule might indicate an attempted intrusion.

Hame Type Alert Rusle
||:|$.:1| E-.‘CL‘-'” Loy "-"| 192168.00M6 172160012 10,0.0.043 | X
|' rad Logir "l | Nons Vl fired.come22, fired.comeBd | *
|-gl'. l.-*-l = VI l Mone | | guest-intermetoom ] =
||:.;5|3||o.-. [1|:---\."'|| Hl:u"e“"l 192168.00M6 172160012 10,0.0.048 | X
|"l!."':‘§ Block "’l Lasg ""'l quissl-intermnat.oom | ]
Home S
(log |
~
(7)Authonet
' cybarsecurity
Status v : =
A Fuents Source Destination Proto me -
No Events L4

& Log

Management ~

Settings *
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PART 5:

Configuring the Authonet ZTNA
Gateway for Use
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Sending Email Alerts

Potential intrusion situations that require urgent attention can be notified to the
administrator with an email alert. There are two situations that are of concern.,
unknown devices that connect to the LAN network, and user authentications that
have failed multiple times

The email addresses to which the alert will be sent is put in the email address
box and tested prior to use. The alerts are selected using check boxes. This is
shown in the following screens.

[}
(;)Authone
'. cybarseacurity
Status »
A Alerts ~
Management ¥
Settings ~ Email alerts can be set up to notify staff about security issues.
A Alerts [ Disable email alerts "l
‘ Update |
[}
0 Authonet
JSeybarsecurity
Status ~
A\ Alerts ~
Management *
Settings ~ Email alerts can be set up to notify staff about security issues.
A Alerts Enable email alerts M
Email address: | info@authonet.com | | Send test email

A team email is recommended if many staff members need to see the alert.
Email about unknown devices on the LAN

Email about failed user logins

‘ Update |
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There are two conditions to send out email alerts to the administrator.
e Unknown devices that have connected to the LAN
e Multiple failed authentication logins

The login page specifies the number of failed attempts that are tried before the
access is blocked and an email alert is sent to the supervisor. Multiple failed
authentication attempts may indicate that a password has been stolen and an
intruder is attempting to gain access.

[ ]
(;)Authonet
decybarsacurity
Status ~
%] Login settings PN
Management ~
Settings - Inactivity logout time: Log off inactive users

Time in minutes, set to 0 to disable

Login

Failed logins:

After failed login attemps, block the device for minutes.

| Update |

Ll Login page A

The login page allows users to log in. Only device logins (MAC address) are possible without a login page

LAN users can reach the login page via https://ulogin.net/

| Enable login page v|

Login page message: (HTML may be used)
1)

Welcome to our network |

Company logo: (Max size 100KB)

| Choose File | No file chosen |

] Check to delete logo

.......

| Choose File | No file chosen |

[J Check to delete background

[ Show login page on admin port (not recommended)

| Update |
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Customizing the Login Page

Any user device that connects to a user LAN port will obtain an IP address from
the LAN network and when a new browser tab is opened the login page will be

displayed by default. As no devices or users have been configured yet the user
will have no login credentials.

Using the configuration tools, the login page can be selected for some users, or
eliminated for all users.

The login page can be branded for the customer by uploading a background
image and a logo image. Alternatively a business can create a custom image that
includes the business logo.

The default login page is shown in the next figure. The default login page has a
background image but no logo.

&% User English v

Please log in to use the network:

Username:
Password:

| Log in '

4 by Authdnet

The login page customization has six parameters.

e Inactivity logout time; this is the time in minutes that a user will be logged
out if there is no data transfer activity. This timer can be setting to zero to
disable it. As most devices have apps that constantly communicate with
the Internet it is likely that a device will have to be switched off to logout.
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e Failed login attempts; if a number of login attempts (e.g. 3) has failed then
the user must wait for the specified time before attempting a login again.
An alert email to the administrator can be triggered by failed logins.

e Enable / disable login page; when enabled the login page can be
selectively enabled for any device or user. When disabled using the drop
down menu, the login page is not displayed even when a device or user is
configured for login.

e Login page message; a personalized message is seen on all login pages,
this might be the administrator contact for a case when a user cannot
login.

e Upload a company logo to the login page.
e Upload a background image to the login page.

e Enable a login page for the administrator, this is not recommended
because the login page does not accept administrator or staff credentials,
only user credentials, permitting user login on LAN4.

The customization menu for login page is shown in the following screen shot.

]
(7)Authonet
Jecybersecurity
Status v
%] Login settings ~

Management ¥
Settings ~ Inactivity logout time: Log off inactive users
A Alerts 30 | Time in minutes, set to 0 to disable

%] Login

Failed logins:

After failed login attemps, block the device fm’ minutes.

‘ Update |

jm} Login page A

The legin page allows users to log in. Only device logins (MAC address) are possible without a login page

LAN users can reach the login page via httpsy//ulogin.net/

| Enable login page v‘

Welcome to our network ‘

Company logo: (Max size 100KE)
| Choose File | No file chosen ‘

TJ Check to delete logo

256K

a

Background image: (Mox size

| Choase File | No file chosen ‘

) Check to delete background

[J Show login page on admin port (not recommended)

‘ Update |
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Examples of customized login pages are shown in the following two figures. The
business logo is displayed on the upper left of the screen. A customer can create
a customized background image that incorporates the business logo plus
additional information, such as instructions for use.

If you forgot your password please contact the
administrator, Mike

Please log in to use the network:

Username:
Password:

| Login |

‘& User

If you forgot your password please contact the
administrator, Mike

Please log in to use the network:

Username:
Password:

ED

securec by Auth@net
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Network Configuration

The Authonet ZTNA gateway is a network bridge. DHCP requests from user
computers connected to the Authonet gateway user LAN ports are forwarded to
the network DHCP server that is usually the ISP network router. The ISP router
will be configured for one of the private address ranges:

e 192.168.xx.xX.
e 172.16.XX.XX.
e 10.XX.XX.XX.

Some networks may be configured for all devices to have static IP’s. This is not a
common configuration as IP administration has to be done manually. However if
the customers network uses a static IP configuration then the network page drop
down menu should be changed from the default “use DHCP to set IP address” to
“set a static IP address”. With a static IP set, DHCP requests will no longer be
forwarded from the USER LAN ports to the WAN port.

The next figure shows the network configuration page with the drop down menu
for the IP address setting.

[
(;)Authonet
' cybersecurit ¥
Status v
&5 Network
Management
Settings ~ Authonet works as a bridge between the LAN and WAN network but an IP address is required to display the login page. DHCP is

) recommended to set the IP addresss but a static IP can be used if required.
# Login

LAN users can reach the login page via https://ulogin.net/

&8 Network

| Use DHCP to set IP address v‘

Use DHCP to set IP address

Set a static IP address

]
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Set the Time Zone

The time zone has to be set for the region where the Authonet gateway is
installed. The functioning of the one time password (OTP) phone app depends
on the correct setting of the time zone, which must correspond to the time zone
of the mobile phone.

The screen for the time zone setting is shown below.

]
0 Authone

1/cybersacur ity

Status ~
© Set time zone ~
Management ~
Settings ~ Select time zone/location of the gateway
US/Eastern ~

Time is set via NTP (poolntp.org), please allow NTP
One Time Passwords (OTP/2FA) requires correct time

© Timezone

‘ Update |

@ :Authonet

ybersecurity

Status ~

O Set time zone ~
Management

Settings ~ Select time zone/location of the gateway

US/Eastern A

Pacific/Palau
Pacific/Pitcairn
Pacific/Ponape

© Timezone Pacific/Port Moreshy
Pacific/Rarotonga
Pacific/Saipan
Pacific/Samoa
Pacific/Tahiti
Pacific/Tarawa
Pacific/Tongatapu
Pacific/Truk
Pacific/Wake
Pacific/Wallis
Pacific/Yap
US/Alaska
US/Aleutian
US/Arizona
US/Central
US/East-Indiana [ ]

N
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Upgrade Firmware

Authonet frequently release firmware upgrades for the ZTNA gateway products.
There is no charge for the firmware upgrades.

Upon receiving and configuring an Authonet gateway the administrator should
check the firmware upgrade page to verify the version of the installed firmware
and the latest version that is currently available. If a firmware upgrade is required
then the administrator should contact our support page to request the upgrade.

https://authonet.com/support.html

The administrator will receive a link to download the firmware and then the
firmware is installed using the upgrade page. Select the file on the administrator
computer then click the upgrade button. When the upgrade is completed a
message will prompt to reboot the product.

WARNING: Do not disconnect power to the Authonet gateway during
the upgrade process until the reboot message is displayed, which may
take several minutes. If disconnected the program memory will become

corrupted. Wait for the reboot prompt.

The firmware upgrade screen is shown in the following figure.

(rﬁﬁuthone

uuuuuuuuu Ty

Status -

& Firmware Upgrade
Management v

Settings v Download and upgrade the firmware if a newer version is avaiable.

Firmware version:  0.82mt

2 Networl Available version:  0.82mt
e NelwWork

X Upgrade

# Manual Upgrade

To manually upgrade the firmware simply upload the file with the new firmware. Select the file using the box below.

Choose upgrade file:

| Choose File | Mo file chosen

Upgrade Firmware
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Backup Settings

When the administrator has completed the Authonet ZTNA gateway configuration
a backup of the configuration must be saved on the administrator’s computer.
The configuration file uses the JSON format. The backup can be full or partial.

e All settings, Devices, Users or Rules.

If the administrator makes a mistake with subsequent configurations the backup
can be restored at any time.

The backup and restore process is a valuable tool for IT service businesses and
managed service providers. A basic configuration can be developed which is
then installed at each new customer site to speed the configuration process. The
specific parameters for each site can then be configured.

The backup and restore screen is shown in the next figure.

() Authonet

cybarsacurity

Status -
F 3 Settings Backup

Management ~

Settings ~ All of the settings, rules and authentication data are stored in a JSON file. The file can be downloaded and used on other gateways
for backup/failover or for quick roll outs. Copies of the file should be kept to recover from data loss or unwanted changes.
# Login
“timezone": "Us/Eastern
"admins":
"admin":
"password"” : 4g133
‘ X All settings || & Rules || & Tokens || & Devices || & Users |

-‘!‘nSettings Upload & Restore

Settings, rules and authentication data can be restored from a JSON file. A JSON file can also be used to upload and merge new
users, rules and other data. If matching data exists it will be replaced with uploaded data.

‘ Merge upleoad file with existing settings (e.g. add users) "|

‘ Choose File | No file chosen |

‘ Upload settings file |

A Reset to factory defaults

Use this option to restore to factory defaults, All settings, rules, login tokens and usage logs will be erased. The setup wizard will be
displayed once the system has been rebooted.

Reset to factory defaulis
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Adding Staff and Admins

Several people in an organization or in an IT service provider can manage the
Authonet ZTNA gateway. Administration has two roles, 'Admin' and 'Staff".

The admin role has access to all the features and can manage staff. The admin
user can add staff and other admins and change anybody's password.

The staff user has some limitations:

« Staff can't manage other staff and can only change their own password on
the staff page.

« Staff can view but can't change rules.

« Staff can't access backups, network settings, login page settings, upgrade
the firmware etc.

« Staff can't change default rules or policies.
Staff can carry out some functions as normal:
« Manage activity: Log devices & users in and out.
« Manage devices: Add, remove and change rules for devices.
« Manage users: Add, remove and change passwords and rules for users.

Staff can change rules for users and devices, this means they can allow users to
access new services and block others. They can't add new rules (allow a new
service that is not set up). Staff such as a 1st or 2nd line support person, can
change user's rules because this is part of day-to-day business. Notifications will
be sent to admins if rules are added or removed for users or devices and
changes are audited.

The staff role is designed for:
o |T staff who have a limited understanding of networks and security.
« Staff of a business that employs a service company to manage their IT.

The staff role is useful for a IT service company where the service company can
set up the system and specify the rules. They have an 'admin' account. They can
set up staff accounts for the customer's employees so that the service company
does not have to be contacted each time an employee is added or needs access
to a service. The IT service company can pass day-to-day management to the
customer, and is available for IT management and support.
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A login can be added for each admin and staff member.

The primary administrator is added during product setup, this is a requirement to
begin using the product. Subsequently additional admins and staff can be added
using the staff menu. Click the ‘+’ to add a new admin or staff member.

A password has to be set for each admin and staff member. The red lock symbol
indicates that a password has not been set. Click on the symbol to set the
password for that admin or staff member.

6Autho net

cybersecurity

Status v
& Staff management

Management *

Settings ~ Press@ to change or set a password, a red icon means no password is set. Staff can only log in via the admin port (not the user
login page). If all staff are removed the setup page will be displayed. Staff have more limited roles than admins and cannet change

%] Login
. rules.

Username MName Role

|adm\n | |Chrlstiaﬂ Bale | ‘ Admin "| E] *
|staf‘f-1 | |De|1'|5 | ‘ Staff "| E] X
|staff-2 | |Peter | ‘ Staff V| EI x
Admin
*

‘ Update |
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When the lock symbol is clicked a password entry box is opened. Click the pen
symbol on the right to auto-generate a password that meets the strength
requirements. Click the update button to save the password.

(7)Authonet

Status *
R & Staff management
Settings = =) P Laff can anly log & the admin poct
il staff are removed the setup page will be displayed. Staff have mare fimited roles thar
Useriaems Pl Ral
|.1 drmir | in Bal | | vl El =
[+t | fows G 7| [®] =
[satt-2 [ [at | [@] x
Set password x .
+
Password: |dKSubSaupeP | #

Retype | dKSubSapeP |

||.p-m|
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A staff member must login using the LAN4 connection, which is the admin
connection. Open a browser and open a new tab. A login box will open.

Enter the staff member username and the password generated for that staff

member.

The dashboard page will open. The menu has fewer configuration pages for the
staff member than for the admin login as explained previously.

An example of the staff login page is shown in the next figure.

6Authonet

cybersecurity
Status ~

@ Dashboard

Management ¥

Settings ~

0 Authenticated devices
2 Connected devices

View activity

3 New devices
2 Blocked devices

View events log

O System information

Gateway name

Serial number (D)
Uptime

Date/time
Timezone

Firmware version

Data center

63EATAD38B

22h 29m 52s
2023-10-03 10:45:25
US/Eastern

0.91mt

0 Logins today
0 Logins this week

View authentication reports

0 Blocked logins
0 Failed logins

View authentication reports

&5 Network A
WAN Rx (down) WAN Tx (up)
LAN IP address 10.1.10.118
Hostname ulogin.net
Public IP 73.245.140.55
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Reboot

Reboot can be initiated after a configuration change, although most configuration
parameters do not require a reboot. Exceptions are the network change from
DHCP to static and upon completion of a firmware upgrade.

The reboot screen is shown in the next figure.

@Autho ne

--------- ty

Status ~

Reboot
Management ~

Click the button below to reboot, you'll be told when the reboot is complete.

Settings *

+ Login | Reboot |

Settings -

Logout
Terminates the administrator session.
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PART 6:

Configuration for Devices, Users
and Rules
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Authentication and Rule Application

The Authonet Zero Trust Network Access (ZTNA) gateway prevents any device
or user accessing the business computer network until that user or device has
been authenticated; this is the Zero Trust part of the functionality. The Network
Access part of the functionality is controlled by rules applied to each device and
each user, that determine what can be accessed in the local area network and
what access is blocked. In addition the rules determine what the device or user
can access on the Internet. The Network Access rules lock down the network
and can be configured to prevent the installation of a Trojan virus via phishing,
while permitting staff to proceed with the workflows necessary to complete
business transactions.

The next diagram provides a high level view of the Zero Trust Network Access
process. The administrator will initially configure the gateway with the device and
user authentication information, and will specify the rules that will be applied to

each device and user. The configuration is stored in the network access
database (NAB) and access to the NAB is made during five stages of the
authentication and rule application process.

Authonet ZTNA gateway: device and user authentication and the rule application process

Local area
Staff Yes, device only n;&twu}rk
LAN
computers allowed Apply device
Device in User Juser access
E Allowed Authenticated rules firewall
L A List ? Yes, LAN ranges
« user WAN ranges
DEVICES o authentication
:352: e No  equired g
DEVICE ID
RULES PER
DATABASE Captive portal STATUS DEVICE =
Password login page i I
¥ A AND PER ire
: : credential : USEREE out
= S I 5 RO ey e ; . [oaraease
| o &
‘ Vs { |
R No Credential Internet
Alert «g———— Statusand Verified Ves
: & :| errorreport Yes
Administrator Yes, 2FA
configuration ra required 2FA
ADMIN | | | » USER Herified
"i?;g:" CREDENTIAL :
f , DATABASE ¥
DATABASE | 1., . ... eiiiineinns OTP GENERATOR No
LAN4 >
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A device may be connected to the network but the device credential may not
have been registered during the configuration process. If not registered the
network access will be blocked for the device and the device will be logged.

A recognized device may not have a user; the device might be an IoT controller
in a manufacturing production environment or a building automation system. The
loT device may connect to the network to provide information for a cloud service
or to an external service provider. In this case the device configuration will have
an allow access rule and the admin can apply the network access rules. If the loT
device is communicating with an external service provider then all access to the
local area network should be blocked by the network access rules. The Internet
access will be limited to the external service provider public IP address or domain
name. With the 10T device locked down it will be impossible for a cyber criminal
to use the device as a portal for access to the network.

With devices configured for login the user will be requested to authenticate via a
captive portal screen. If the device is blocked the user will not have access. The
user will provide a password and the password will be verified. If the password
cannot be verified the user is requested to reenter the password, and a failed
authentication is logged. When the user password has been authenticated an
optional but essential check will be made for a 2-factor authentication one-time-
password (OTP) associated with the password. If there is no 2FA required then
the authenticated user connection will pass to the rule application for that user. If
there is a 2FA request then the OTP generator will provide the OTP code that is
compared with the OTP code provided by the user, obtained from a personal
mobile phone. If the OTP code is not authenticated then the user will be
requested to enter a new password and the failed authentication will be logged. If
the 2FA authentication is successful then the user will have the rules of access
applied to all communications with the network.

It is clear that the quality of the security depends on three factors.
e The strength of the password.
e The imposition of 2-factor authentication.

e The robustness of the network access rules applied to each device and
user.

The administrator should always use the automatic password generator when
configuring a user to ensure a strong password. In addition a policy to change
passwords frequently will strengthen the password process.

2-factor authentication is essential for network access to prevent fraudulent
network access after password theft. Password theft is the second most frequent
criminal access method after phishing.

Robust network rules will prevent a phishing attack if configured correctly. Later
sections of this manual deal specifically with protection against password theft
and a phishing attack.
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Authentication Prioritization
There are two types of network authentication.
e As a device.
o or
e As auser.

A computer can be logged in as a user or device, not both. A computer may at
first be logged in as a device with device rules applied, but when a user logs in,
only user rules and policies apply. The original device rules are removed until
logout.

A device without a user is an |oT (Internet of Things) or similar device, and can
be granted one of two permissions.

e Allow access.
o or
e Block access.
If the device is granted network access the rules can be applied to the device.
e Determine what can be accessed in the local network.
e Determine what can be accessed in the Internet.

If a device has a user (laptops, desktops, tablets, etc.) then it will be configured
for login, however it is the user that logs in to the network, not the device. The
device should therefore be configured for:

e Login.
There will be a corresponding user configuration, where the user can be allowed
(allow box checked) or blocked (allow box unchecked).
With block the user has no access to the network and will not see a login screen.

With allow the user will have access to the network, and there may be access
rules imposed on the user.

With login the user sees the login screen upon opening a browser window. There
are further options for login.

e Set a password: this is a requirement for login. A password only is not
secure and not recommended on its own.

e Activate 2-factor authentication by setting a one time password key (OTP-
KEY): this is optional but strongly recommended for a security
configuration that complies with recognized standards, that include PCI
DSS, the HIPAA security rule, and the NIST cybersecurity framework.
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The Rules Decision Process

The device and user rules are applied in a sequence of four steps. If a device
has a user then the rules set for the user have priority over the device rules. First
individual rules are evaluated followed by the default rule. The next rule
evaluated in a list has priority over the previous rule. Therefore if two conflicting
rules are configured for a user or device, the rule applied is the second in the list.
Next individual policies are evaluated for devices of users followed by the default
policy. The flowchart below illustrates this process.

Apply device
< Apply rules ) [user access
rules firewall
# LAN ranges
WAN ranges
Match a user Yes .
or device rule
Match a Yes J
default rule
Match a user Yes J
or device polic
Match the Yes J
default policy v

Carry out the action
for the device or user:
> Block

Allow
Login

¥

Stop checking for further
Rules or policies

< Block the device
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Overview of the Cybersecurity Management Configuration

Until the Authonet ZTNA gateway has been configured, devices connected to the
Authonet user LAN ports will not have access to the LAN network or Internet. If a
browser tab is opened on a user computer then the login page will be displayed,
however users have no login credentials until they have been configured.

The Authonet ZTNA cybersecurity defense is configured in three steps.
e Add devices.
e Add users.
e Set rules for devices and users.
Devices and users have three network access configurations.
e Full access.
e Blocked access.
e Login access.

Additional rules specify exemptions to the three basic rules listed above. For
example.

e The user has network access blocked with one exception, access is
allowed to server 192.168.20.100.

e The device is allowed access with open Internet however access to
devices in the local area network is blocked.

There are two approaches to achieve the same desired filtering objective.

e Allow access but specify what is blocked; IP ranges in the LAN and IP or
domains in the Internet.

e Block access but specify what is allowed. IP ranges in the LAN and IP or
domains in the Internet.

The method chosen depends on the rules that are imposed on devices and
users, and is the simplest rule formulation method to impose the rules. Each
device and user can be configured independently, some devices or users can be
blocked with specified access; some devices or users can be allowed with
specified blocking. For most business environments, all user devices will have
identical configurations.

When access is allowed then two types of login can be specified additionally.
e Password is required to authenticate, admin specified or auto-generated.

e 2-factor authentication, password plus OTP is required to authenticate,
where the OTP code is obtained from a phone that the user has.
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The administrator computer is connected to LAN4 and has no access to the local
network or to the Internet until the administrator adds appropriate authorizations
and rules for the device and administrator.

The management menu has three entries.

e Devices: add all devices to the device page that are connected to the user
network and set the default rule, allow, block, and login. There is no limit
to the number of devices.

e Users: users are added to the user page, with the username for login
specified, and the credentials generated for the password and for 2FA.
There is no limit to the number of users.

e Rules: formulated to define specific access or blocking requirements in the
local area network and the Internet.

The device menu page is shown in the next figure.

@Autho ne

bersecur ity

Status ~

&5 Devices (allowed MAC addresses)

A device's MAC address can be allowed, blocked or require further authentication.

Rules can be applied before a default policy of Block, Allow or Login
A default policy can be used without any rules

Additional authencation can be required by a Login rule or policy
Usage will be logged and alerts triggered if required by rule

Use of MAC address alone is not recommended for user identity, two factor authentication ( Login ) is recommended.

Default policy

Block but allow login (Login) v

MAC address Name/description Default

00:11:22:33:44:55 | | ‘ | Allow V| x

+

Update dewvices
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The user menu page is shown in the next figure.

() Authonet

cybearsescurity

‘& Users

Users must provide credentials via the login page to access the network. rules can be applied to each user.

* Alogin page is only displayed if the default policy or device is set to login.

* Press to set a password, a red icon means no password set
* Presg to set a One Time Password (OTP/2FA)
Management ~ * Press to print a welcome page with credentials

The login page URL is https://ulogin.net/.

Username Name Allow

& Users | | |

Settings -
g +

ﬁ L -: m = Update users

The rules menu page is shown in the next figure.

(ﬁ Authonet —ﬁ

EybmrAaCurdty

e 2
[¥] Metwork accegs nules

Acoess rules gre not reguined i 8 simple logen and lagout peooess is nepded,. whene users have either ne sccesl o Tull scoess 1o 1he
network Access rules can determine what users can access both before and after login

If in doubt. dem't =21 any rules wril there i= 2 need to block scoess to somathing after login

Management =

Settings =

K infl -

Copyright (c) Fire4 Systems (UK) Ltd, 2023. All rights reserved 86



~
Authonet Zero Trust Network Access (ZTNA) Gateway Manual mAuihonei

cybersecurity

Add Devices to the Device List

All devices that are connected to the user network must be added to the device
list. Any device not added to this list is blocked by default. Devices are added to
the list by entering the MAC address and a description is added to identify the
device. The device has one of three rules selected.

e Block.
o Allow.
e Login.

The device page with several devices already added is shown in the next figure
with a policy set for each device. Policies are color coded for easy recognition.

(T)'Authonet

cyberseacurity

Status ~

- &8 Devices (allowed MAC addresses)
y T
A device's MAC address can be allowed, blocked or require further authentication.

* Rules can be applied before a default policy of Block, Allow or Login
s A default policy can be used without any rules

* Additional authencation can be required by a Login rule or policy

* Usage will be logged and alerts triggered if required by rule

Management ~

Use of MAC address alone is not recommended for user identity, two factor authentication ( Login ) is recommended.

Default policy

LOGIN: Block but allow login v

Settings ~ MAC address Name/description Policy
- |e8:4023b:c5:c3 | |Bradley Cooper laptop PC | [ Logir v]
38:6077:c6:34:dd | | Channing Tatum desktop PC | Logir v|
|89cdca3aaaf | |Christian Bale laptop MAC | [ Logir v|
|e0:2282:c3:8i24 | | Daniel Craig desktop | [ Atlow v]
|48:50:39:09:53:95 | | Dwayne Johnson desktop PC | [ Logir v] *
|88:dc96:44:98:43 | | Emma Stone laptop MAC | | Biock v] %
|7c0507:142cib | | George Clooney deskiop PC | Logir v] %
[cB9cdcs3:2629 | [Kristen Stewart deskiop MAC | [ Logir ¥] *
|00:88:2c00:97:88 | | Mark Wahiberg laptop PC | [ Atow v] ¥
|00:1e8ci48af5 | |Robert Downey desktop PC || ogir v|
|b8:70:#4:22:36:bb | [ Sandra Bullock desktop MAC | [ Logir v]
Alow 4
Block

Update devices
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To simplify adding the MAC addresses to the device table, install the Authonet
ZTNA gateway in the network with all devices connected. Then open the activity
page and add each device to the device table as shown in the next figure.

As each device is added to the device table add a name or description so that
the device is easily recognized and then click the update device button to save
each device configuration.

; n._u_lih_ net SP——

Authenticated LAN devices a9 A
D MAL ¥ Rules Login Byies Up J Dowan

& =

a oe

All LAN devices [ETTTE—— - R
WAl Heatname [ Rules Palicy

Seftings Choose adtion:

When rules are activated (later section) the device page is modified to allow the
inclusion of one or more rules for each device. Rule names are added to the
corresponding rule box; a comma separates each rule.
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When rules are created using the rules page, one or more rules can be applied to
each device in the list by adding the rules to the default rules box, with the
corresponding rules policy of, allow, block or login.

There is also a master default rule setting with a corresponding default policy.
This is used when one rule configuration has to be applied to all devices.

When a user is associated with a device then the rules set for that user override
the rules set for the device.

When rules are conflicting, the rule that determines the action is the one later in
the list and nulls a previous rule. This is the rule to the right of the rule list.

The next screen shows the devices page with the rule boxes displayed after
activation of the rules.

~ Authonet

Fcybersecurity

Status =
&5 Devices (allowed MAC addresses)

A device's MAC address can be allowed, blocked or require further authentication.

* Rules can be applied before a default policy of Block, Allow or Login
* A default policy can be used without any rules

* Additional authencation can be required by 2 Login rule or policy

* Usage will be logged and alerts triggered if required by rule
Management v

Use of MAC address alone is not recommended for user identity, two factor authentication { Login ) is recommended.

[@ Devices

Default rules Default policy

| [ LoGiN: Black but allow login +|

Defaut rules averride the default polcy. Rules can allow before ogin or continue to block afer login. Other rules can override defaults,
MACaddress  Name/description Rules Policy
|es:40230:c5:c3 | [Bradley Cooperlay] | | \M x
[38:6077:c6:34:0d | [channing Tatum d | | [ Logir v]
|c8:9c:dc:83:aa:af | |C|~.nstian Bale Iap1| | | \M *
|e0:2a82:c3:8d24 | [Daniel Craig deske] | | | Logir ¥] X
|48:50:39:09:53:95 | | Dwayne Johnson | | | [ Logir ]
|88:dc:96:44:98:4a | |Emma Stonelaptc| | | \M *
|?c:05:0?:‘!4:2c:fb | |George Clooneyc| | | M =
|cB9cdc83:2629 | [Kristen Stewart de] | | [ Logir ] X
|00:88:2¢0c:57:88 | [Mark Wahiberg Iz | | [ Logir v]
|OG:TE:3c:f4:Ba:F5 | |Rubert Downey dE| | | M =
|be:704:c2360b | [Sandrs Bullock ded | | | Logir v] X

=+

| Update devices
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A default policy can apply to all devices in the list. Devices without a user, such
as loT devices will have the device rules and policies applied. Devices with users
(computers, mobile devices) will have the user rules and policies take preference
over device rules and policies.

Default policy selection is shown in the next figure.

~ Authonet

Seybersecuricy

Status ~
&5 Devices (allowed MAC addresses)

A device's MAC address can be allowed, blocked or require further authentication.

* Rules can be applied before a default policy of Block. Allow or Login
* A default policy can be used without any rules
.
.

Additional authencation can be required by a Login rule or policy

Usage will be logged and alerts triggered if required by rule
Management v

Use of MAC address alone is not recommended for user identity, two factor authentication { Login ) is recommended.

[@ Devices

Default rules Default policy

| [ LOGIN: Block but aliow login v]

Default rules everride the default policy. Rules can allow before login or continue to block after login, Other rules ALLOW: Allow unless blocked
BLOCK: Block unless allowed

MAC address Name/description Rules LOGIN: Block but allow login

Settings ~

|es:40:230:c5:c3 | [Bradley Cooperlay| | | [ Logir ] X
|38:6077:c6:34:0d | [hanning Tatum d | | [ Logir ]
|c8:9c:dc:83:aa:af | |Clmstian Bale Iap1| | | \M =
|e0:22821c3:8d24 | [Daniel Craig desic] | | | Logir v]
|48:56:39:09:5395 | [ Dwayne Johnson o] | | [ Logir ]
|88:dc:96:44:98:4a | |Emma Stonelaptc| | | \M i
|?c:GS:D?:‘!4:2c:fb | |George Clooneya| | | \M =~
| cB9cdc832629 | [Kisten Stewart de] | | | Logir v] %
|vo:88:2c00:97:88 | [Mari Waiberg lay] | | | Logir v] *
|CIG:TE:BC:f4:Ba:f5 | |Rnber‘t Downey dE| | | \M Lo
|be:70:se236i0 | [Sandrs Bullock de | | | Logir v] X

+

Update devices
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Add Users to the User List

The administrator adds the names of user to the user list. The administrator
creates a username, this might be the users first name, or the initial of the users
first name followed by the surname.

Users require credentials to access the network, a password plus a one time
password (OTP) code is preferred. Credentials are assigned with the user list
table.

The allow box can be unchecked to disable the user.

The user list table is shown in the next figure. The rules have not yet been
enabled and so the rules boxes are not shown.

Click the update users button at the bottom of the page after users have been
added.

OAuthonet

ybersecurit

Status v

‘& Users
Users must provide credentials via the login page to access the network, rules can be applied to each user,

* Alogin page is only displayed if the default policy or device is set to login.

* Press [E] to set a password, a red icon means no password set
* Press to set a One Time Password (OTP/2FA)

* Press to print a welcome page with credentials

The login page URL is https://ulogin.net/,

Username Mame

[Bradley | [Bracey Cooper

Setting= - | channing | [channing Tatum

nvono BEES | [christian Bale

| Daniel | [Danie Craig | E].E] g >
| Dwayne | [Dwayne Johnson |[a][=]=]m@ =
|Emma | |Emma stone |(a)=]=]@ =
|Frank | |FrankJones | (&]=]=] *
[Georae | [George Clooney |[8][=]=]& x
[icsten | [kcisten Stewart |E]IE] 9 x
|Mark | |Mark Wahlberg ®
[Roert | [Robert Downey &

|Sandra

| | Sandra Bullock
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When the rules have been enabled (next section) the rules box is displayed to
the right of each user entry. The rule names can be added to this box; where a
comma separates each rule. There is no limit to the number of rules that can be
added for each entry. When conflicting rules are entered the later rule to the right
takes precedence over previous rules to the left.

The next figure shows the user page with the rules enabled.

The button that is highlighted is clicked to set the password for the user. A
password has to be set for each user.

(3)Authonet
Status -
i Lsers
Lisers must provide credentials via the kagin page to access the network, rules can be applied 1o each wser.
= A logen page is only displayed if the detault policy o1 dewce s st to bogin
* FPress |ill] to set 3 passward, 2 red icon means no password set
= Fress| 8% to set a One Time Password (OTF/2FA)
Managemant * . Press EJ;;. print 3 weloome page with credentials
The login page URL is hitgs//oginnet)
Usermame Hame Rusles Allow
o | Bracioy | [Eracioy cooper | [@ ][] | "
Settings = [— | [cronning o | (@) 5 [®] | -
|I:hnm A | |Chr.—:t|nr Bale | E"_E" | 5
| Danie | [panercag | [@][ =] | @ x
| Dwayme | |owayne sonnson | [@ ][ ] # | | @ x
[Emma | [emmasione | (@[5 ][] | B x
e e JEIE[E] @ -
| George | |eorge ciconey | [@] B[] | *
|risten | [iristen stowar | [@][ 5[] | "
= | [taric warierg | [@)[ 5] | "
[Robert | [Robert Downey | (@)= [=]] | & =
|"«;'1|'Ir.=u Sandra Bullodk | Ell | N
| Deris | [oerisaker | =] 2] | @ *
*
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The next step is to assign a password for the user.

Click the lock symbol for each user. Click the pen symbol to the right of the
password box to auto-generate a strong password.

Click the button to update the password.
The password can be given to the user.
It is advisable to change the password frequently for added security.

Status *

‘&t Users

©® Dashboard

Users must provide credentials via the login page to access the network. rules can be applied to each user.
Performance

* Alogin page is only displayed if the default policy or device is set to login.

® Press to set a password, a red icon means no password set
* Press to set a One Time Password (OTP/2FA)

Management ¥ * Press E] to print 2 welcome page with credentials

The login page URL is https://ulogin.net/.
[0 De

Username Name Rules

& Users

Bradley

User password

Settings v
Channing

Password: [u#ZlEAhT 7

[iv ©MN

Christian

O Allow user to change password

) Allow user to change OTP/2FA

Update

|l il

|
|
|
|
|
|
|Frank ‘ |FrankJones | @| |
|
|
|
|
|
|

Daniel

Dwayne

T

Emma

| George | [George clooney | [@][E = ]|
|KnSten ‘ |Kristen Stewart | [&)[=]=]
= | [Mark wahiberg | [@][2 ] ®]
[Robert | [Robert Downey | [@][ [ #]]
[Sanca | [sandra Buock | [@][E ][ 2]
[oens | [oensaer ] [B][=] 2]

b
(< B I R < B < I < I < B B < < I < I < By
»

| Update users

javascriptmakepass()
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The next step is to generate the QR code for the optional one time password
(OTP) for 2-factor authentication.

The user has to install an OTP app on a personal mobile phone. There are many
apps available, some free and some providers charge for the app, either a one-
time charge or a monthly fee.

FreeOTP is a popular app that is free and available from both the iPhone store
and the Android store.

Clicking on the QR code button shown in the next figure generates the 2-factor
authentication key.

[ ]
(DAuthonet
Status *

i Usais
Llsers must provide credentials via the login page bo sccess the network, mules can be applied 1o each user.

& A log n page i only displayed if the default policy or device & set to login

& Prpsg !_ to set & password, & red icon means no password st

* Prosc Etn st 3 Ona Time Passward [OTP2FA)

Management = * Pross ;]rn print a welcome page with credentials
The login page LURL is hitpsfulogin.nat’
erinams Hame Rushey Allkawe
[ Bradiey | |Bracmey cooper | [@ ][ B ] 2] | "
|l.'ha'1n|r'g | |fhan"|n.] Tatum | Ell | .
|EI'-I|=-I ] | |Ch|-':.l.|.1|' Bale | IEII;IE" | "
|I'1ar'|n | |3ana|:.'rmg |@ P'I'—" | | -
|D«a_."1£ | |Ilu-a:.-r-=.- bhnson | E":E" | o =
|Er|r|.1 | |Errrn.1 Stane | 'BI_E" | =
|Fr3r< | |:ranl: lones | E"'__'IE" | »
|Gl“:i'gl’:' | |Gnn|ge Clooney | IE & I & | | =
|K'=b:'r | |{r|5'.:'n Stewart | IEI' | =
|rda-|: | |k-'laut'-."-'_aht:a-;| | [i] = I ‘”" | "
|P31:I:n't | |?nb-c"'. Dioemay | Ell H Ell | =
|‘:~11|1r.a | |"xar'r|ra Bullod | EIEIE" | -
|L"-_-|'-> | |3er|ls. Baker | mml | "
+
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The administrator clicks the QR code symbol for each user and a window will
open with a QR code. The app such as FreeOTP is used to read the QR code to
initialize the app. Each time that the user logs in the FreeOTP app is opened by
the user to get the OTP code requested after entering the password.

2-factor authentication is a very secure method of protecting a business network
against a cyber attack and is recommended for all installations. Password theft
through social engineering is a common tactic that a cyber criminal will use to
gain access to a business network. 2FA prevents the use of a stolen password.

The QR code generated for a user is shown in the next figure.

2-factor authentication is removed for a user with the same procedure. Open the
QR code box then click the red button, remove OTP for user.

; Ayth_nqt

Status *

‘& Users
©® Dashboard

Users must provide credentials via the login page to access the network, rules can be applied to each user.
@ Performance

* Alogin page is only displayed if the default policy or device is set to login.

w8 Activity

* Press to set a password, a red icon means no password set
= IS . Press to set a One Time Password (OTP/2FA)
Management ~ ® Press to print a welcome page with credentials
& Rules The login page URL is https://ulogin.net/.
[@ Devices
Username Mame Rules Allow
& Users
ey | 2FA QR code for Deni x | :
. code for Denis
Settings ¥ Q
@~
avon @ -
@ ~
i LR
1Ty
1Y A Ty Mt T | x
ZIMEHAOMLVXC204IDHFRFSLF2ZEISAITP
Scan with FreeOTP or similar app | x
[ close | [ Remove OTP for user | .
Kristen |
Mark ‘ Mark Wahlberg | @ i | | -
|Rober‘t ‘ |Rober‘t Downey | @| : || | =
Sandra ‘ Sandra Bullock | E = | | :
|Deni5 ‘ |Denis Baker | @ = | | .
+
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Some of the OTP apps available for mobile phones are listed in the next table.

Google Authenticator Authy

Microsoft Authenticator LastPass

LastPass Authenticator FreeOTP

andOTP - OTP Authenticator TOTP Authenticator — 2FA Cloud

2FA Authenticator (2FAS)
Aegis Authenticator

Bitwarden Password Manager
Aegis

The administrator can print a welcome page for each user, with the password
and the QR code for 2FA authentication. The welcome page simplifies the
process of adding users to the network. The administrator clicks the printer
symbol that is highlighted in the next figure.

Stahus =

i Usais

Lhsers must provide credentials via the login page bo sccess the network, mules can be applied 10 each user.
* i login page is only displayed if the default policy or device &= set to login
* Press &_ o sed & passwond, & red ioon means no passwaord set
& Prpsg E to =24 & One Time Password [OTF2FA)

Management = * Presc Etn print a welcome page with credentials

The login page URL is hitos! ulogin et/

Copyright (c) Fire4 Systems (UK) Ltd, 2023. All rights reserved

Username Mame Rushes Allow
| Bradiey | |erastey Cooper |@|¥F" | @ x

Setting= | channing | [chaning Tatum | [@ ][5 [ | -
|r_hns1 a0 | |':_hr.-sl:|ar Bale | @l_E" | -

| Danie | [Darieicraig | [@][ @] | @ =

|D.«-.1r,-1.:~ | |:).-.-:|,,-rc~ Johrson | Ell | N

|tmma | |':rf'me Stone | ([a]=]=] | =

|Frarc | |:r.:nlc Jones | (@] =]=] | x

Gow [ comer J (8519 LE

IK- sten | I-insf.en Stewart | |i|| = |:|| | 2

|N'r|: ||‘v1.ark'w'ahl:9rg |[T]|_I?]| | X

|robert | |Roten Downey ||E|| | >

[sancra | |sandra Butoc | [@ [ B ] = | @ =

b e G EE

+

| s -
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When the administrator clicks the printer symbol for each user a box opens
showing the password and OTP authentication code to print the welcome page.
Using this box the password and OTP authentication code can be changed.

Click the print page button to print the welcome page for each user.

. Authonet
Stalus =
5 Users
) ™ al t qir t the lgs ca a r
A 5 displayed if the gefault polic t
P - SEWOI on means no passesord
P e Time TTP/2FA
A a welcor }
URL is hitgs agin nets
[0 Devices
Psermamee Hame Risles Allow
i Users T‘ |
Sattings = : ] Print a welcome page * x
nanning & new parrword may Be nesded [pamrword test m not sbared) |
v @M@ Christiam Name:; Il')e-nli. Pakes | |
: anie Ml usemame: | Denis | e | .
IENE Password: |l:hdf|15'ﬁ. | & | )
Emma BOTP:  |ZIMEHAOMLVXC2O4IDHFR| # |
.3'.-:'~_|-.' | R i st g e e | | )
| Kristen | |'.'|“.-"' Stewart | i |E| | B
| [varcvaners ] (8] ] | @
.:-:':-- t | | Aobert Downey . la. | - J | "
."-.'.-.1" | | sandra Bullock | |E EIEI | :
.'.'-.|> ||.7"::-Jl= lil-l;'l | N
+

The administrator should plan to meet with all employees for 5 minutes to explain
the login process and to hand out the welcome pages.

WARNING

The administrator must request that the welcome pages are returned and
the returned pages should be shredded. Do not let the user scan the page
and store on the computer under any circumstance.
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The 2FA phone app will scan the authentication QR code. Subsequent access to
the 2FA phone app will permit the 6-digit OTP code to be read and entered into
the login page.

An example of a printed welcome page is shown in the next figure. The user
should note the password before returning the sheet to the administrator. The
password must not be stored on the users computer.

~ Authonet

' cybersecurity

Welcome to the Authonet network

Your credentials to access the network are as follows:

Name: |8rad1ey Cooper ‘
Login page: Ihttps://ulogin.net/ ]
Username: laradley ]
Password: loagqyam J

Two Factor Authentication QR code:

The Two Factor Authentication / One Time Password (2FA/OTP) login adds an extra layer of security to
the network, it requires that an extra 6 digit password be provided for each login. The 2FA/OTP
password changes at each login. An app needs to be set up on a mobile device such as a phone or
tablet to generate the password.

The recommended app to use is FreeOTP, this can be downloaded from the Apple App Store or the
Google Play/Android store.

Once the app is installed, click on a + sign and/or the QR code % icon and scan the QR code above
with the camera on the device.
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Create Rules using the Rules List

For some applications the simple rules available with the device and user list will
be sufficient to protect the business network. For many applications however
additional rules must be prepared to provide access control to parts of the local
area network and also to the Internet.

When the rules menu entry is first clicked there are no rules. It is necessary to
click the button “show network access rules” to begin entering network access
rules.

This is shown in the figure below.

() Authonet

cybersecurity
Status -
Network access rules

Access rules are not required if a simple login and logout process is needed, where users have either no access or full access to the
network. Access rules can determine what users can access both before and after login.

If in doubt, don't set any rules until there is a need to block access to something after login.
Show nefwork access rules
Management v e ——

Fl Rules

Settings *

EvOno
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When the “show network rules” button is clicked the page shown below is
displayed. The text on the page describes the rules.

Network access rules

Rules can be associated with a device (MAC address) or a user. Rules are applied at
login.

e A rule can be created as an Allow, Block or Login (require authentication)

e The rule order is defined by the user or device

o Rules can be layered to create custom access profiles for each user or device
e An alert can be triggered if a rule is matched

e A final catch-all rule or default policy is set for each user or device

e A global default policy and rule list is set on the devices page

()Authonet

cybersecurity

Status v
MNetwork access rules

Rules can be associated with a token, a device (MAC address) or a user. Rules are applied at login

Arule can be created as an Allow . Block or Login (require authentication)
The rule order is defined by the user, token or device (not this page)

Rules can be layered to create custom access profiles for each user or device
An alert can be triggered if a rules is matched (applied)

A final catch-all rule or default policy is set for each user or device

Management ~

B Rules A global default policy and rule list is set on the devices page
Name Type Alert Rule
|Ioca\ | ‘ Block V| | MNone V| |192.1 68.0.0/16. 172.16.0.0/12, 10.0.0.0/8 &
Settings ~ +
n ’ — m 5 Update rules
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A rule provides an exception to the allow, block or login rules. Examples of rules
are:

e Allow access to specific local network IP addresses only or blocks of IP
addresses.

e Block access to specific local network IP addresses or blocks of IP
addresses.

e Allow access to specific Internet domain names or public IP addresses
only.

e Block access to specific Internet domain names or public IP addresses.

The rule is written using both LAN private range and public IP addresses, or
using domain names.

The next figure shows five rules added to the rule table. Click the update rules
button after each rule is added.

6Autho net

cybersacurity

¥ Network access rules
Rules can be associated with a device (MAC address) or a user. Rules are applied at login

Arule can be created as an Allow, Block or Login (require authentication)
The rule order is defined by the user or device (not this page)

Rules can be layered to create custom access profiles for each user or device
An alert can be triggered if a rules is matched (applied)

Management ~

A final catch-all rule or default policy is set for each user or device
A global default policy and rule list is set on the devices page

r E Name Type  Alert Rule
s [iocal | | Biock ¥] | Log ¥] [ 19216800116, 1721600112, 10.0.0.0/8 | *
Settings ~ [fire | [ Login +] | None v] | fired.com:22 fire¢.com:88 | *
Avomn |gis | | AHO\-\.V| | None"| |guest—\n1ernet.com | *
[localallow | [ aiow v] | None v] [ 192.168.00/16, 17216.00/12, 10.0.0.0/8 | *
[ nogis | [Biock ¥] [ Log v] | guest-intemnet.com | *
+
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A rule is added by clicking on the rule box, a box will open to enter the rule
parameters.

e |P address or domain name.

¢ CIDR: Classless Inter-Domain Routing specifies the range of IP
addresses in a block and is written as /number. For example /28
represents the IP address with a netmask of 255.255.255.240.

e Port number if applicable. This will be port 80 for http access.
¢ Protocol type, the default is TCP/IP, UDP can also be selected.

Add more rules by clicking the + symbol. There is no limit to the number of rules
that can be added. If conflicting rules are added then the later rule to the right of
the list is the rule that is applied.

The addition of a rule is shown in the next figure.

YAuthonet
D/ cibarsscurity
¥] Network access rules

Rules can be associated with a device (MAC address) or a user. Rules are applied at login

Acrule can be created as an Allow . Block or Login (require authentication)

Activity

The rule order is defined by the user or device (not this pags)

An alert can be triggered if a rules is matched (applied)
Management ~ . =i ; :
- Afinal catch-all rule or default policy is set for each user or device

L]
.
Logs * Rules can be layered to create custom access profiles for each user or device
.
.
* A global default policy and rule list is set on the devices page

Name Type Alert Rule
Bl Rules ||-:)c3| | | Block VH Log V| |192.’;68.0.C;'15. 172.16.0.0/12. 10.0.0.0/8 | s
Settings fired x | =
IP/hostname CIDR Port Proto

E: X

nvon Q= | I |
|I-3c3|a||cu-‘ + poooaos | #
|nogis Update | *
— *

| = A CIDR is only valid with an IP address I
If port is empty, rule applies to all ports +
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Each rule is given a unique name and the name is added to the device or user
list.

Each rule has a type that specifies to allow network access, block network
access or require a login, which redirects the user to the login page that requires
a password and option OTP.

The rule type highlights the line in green, red or yellow based on the access type.
The drop down rule type list is shown in the next figure.

6Autho net

cybersacurity

Status ~

- 1 Network access rules

il

Rules can be associated with a device (MAC address) or a user, Rules are applied at login

Arule can be created as an Allow . Block or Login (require authentication)
The rule order is defined by the user or device (not this pags)

Rules can be layered to create custom access profiles for each user or device
An alert can be triggered if a rules is matched (applied)

A final catch-all rule or default policy is set for each user or device

A global default policy and rule list is set on the devices page

Management *

it 5 Name Type Alert Rule
¥ Rules |Ioca| | | Blockv| | Log V| |192.168.0.C|j16. 172.16.0.0/12, 10.0.0.0/8 | w
Settings ~ |ﬁre4 | | Logi|1v| | MNone V| |ﬂred.com:22.ﬂred.com:88 | x
|gis | | AHO\-\.V| | Mone V| |guest—\ntern91.com | 3
|Ioca|a||ow | | AHO\-\.V| | Mone V| |192.‘IBB.U.G;16. 172.16.0.0/12, 10.0.0.0/8 | d
|nogis | | BIockV| | Log V| |guest—\n1ernet.c0m | =
Allow +
Login | Update rules
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An alert can be selected for the rule; this can be none or log the rule access
attempt. With log selected, any attempt to break the rule will be logged and
alerted.

The next figure shows the drop down alert menu. Example rules are also shown
in the figure.

6Autho net

cyberseacurity

Status ~

¥ Network access rules

e

Rules can be associated with a device (MAC address) or a user. Rules are applied at login
@& Pe

Arule can be created as an Allow, Block or Login (require authentication)

The rule order is defined by the user or device (not this page)

Rules can be layered to create custom access profiles for each user or device

An alert can be triggered if a rules is matched (applied)

= Logs

Management ~

A final catch-all rule or default policy is set for each user or device
A global default policy and rule list is set on the devices page

(113 5 Name Type Alert Rule
E Rules |Iocal | | Blockv| | Leg V| |192.168.0.le16. 172.16.0.0/12, 10.0.0.0/8 | =
Settings ~ |ﬁre4 | | Log'||1"| | MNone V| |ﬁred.com:22.ﬂre4.com:88 | =
Filv © 0 |9i5 | | AHO\-\-"| | Nane "| |guest—\n1erne1.com | =3
. |Ioca|a||0w | | AHO\-\."| | MNone "| |192.168.0.C|j16. 172.16.0.0/12, 10.0.0.0/8 | &
|n0gis | | Block"| | Log V| |guestf\n1ernetcom | X
MNone +

| Update rules
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Add Rules to the Device List

After rules has been enabled and rules have been added to the list, open the
device list and prepare the set the rule for each device. First select the policy for
each device as shown in the next figure.

e Block.
e Allow.
e Login.

Next click on the rules box for the first device to be configured and the choose
rules box will open.

(?)Authonet

cybersecurity

Status =
&5 Devices (allowed MAC addresses)

A device's MAC address can be allowed, blocked or require further authentication.

* Rules can be applied before a default policy of Block. Allow or Login
* A default policy can be used without any rules

* Additional authencation can be required by 3 Login rule or policy

.

Usage will be logged and alerts triggered if required by rule
Management v

Use of MAC address alone is not recommended for user identity, two factor authentication ( Login ) is recommended.

[@ Devices

Default rules Default policy

.
Es

| [ LOGIN: Block but allow login v]

Default rules overmide the default policy. Rules can allow befare login or continue to block after login, Other rules can override defaults,

Settings v
MAC address Name/description Rules Policy
ﬁ Y J |e8:40:12:3b:c5:c3 | |Brad|ey Cooperla;| | | Block w| *
|38:50:T7:c6:34:dd | Channing Tatum d| | localallow | Login ¥| *

|c8:9c:dc:83:aa:af | |Clms‘2|a|1 Bale Iap1| | | Logir ¥| *
| | Allow v| *

|e0:23:82:c3:8d:a4 | |DanieICra'|g deskt

|48:50:39:09:53:95 | | Dwayne Jonnson | | | [ Logir v]
|88:dc:96:44:98:4a | |Emma Stonelapt0| [ nogis | \M 2
| 7c0s:07:142¢0 | | George Clooney d | | [ atiow ]
|cB3cdce3:2629 | [Kristen Stewart de] | | [ Logir ] ¥
|00:88:2c0d:57:88 | [Mark Wahiberg Iz | | \M %
|O(}:?e:8c:f4:Ba:f | |R0ber‘t Downey dE| | | \M‘ 5
|bs:7oi4e236i00 | [sandrs Bullock ge | | | Logir v] X

+

Update devices
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When the choose rules box opens click on the down arrow in the rule box. A drop
down list will open with a list of all the rules. Select the required rule from the list.
This process can be repeated to add more rules to the device by clicking the +
character. Click the set rules button to save the rule when finished. When all
devices have been configured click the update devices button at the bottom of
the page.

Authonet

r

Shatus =

& Devices [allowed MAC addresses
A device's MAL address can be allowad, blocked or require further authentication

* PRulgs can be applied before a default policy of Block, Allow or Logn
thiout army rules

e a Login rule or
+ |} 2 ad and ale EqLiiras =
Managemant =
e of T i 1 authent 1 gir r |
D Devices
- Deetaudt miles Delault palicy
& Use
> LOGIN: Bloscks but allow login
Diefmit rubes cvaice th o i cta
Choose the rules to apply X
MAL address Rule Palicy
4+ & [localaliow | = Logir | *
local +*
Lo | %
fires =
M mmreTh
Rudes are appled @ onder mlmnlwm wmna susowed by this List. L | L'.:' | X
Later rules gvernide sarlier ones

T i ’ Logr ¥
Emma Stone lapto '\ Logr +| *

|
ge N | | Logr ] %
R | Mg v] =
28 | [Mark Wahioerg | [Logr ¥] =
&= ==
| [ Loge +| =
+

After clicking the set rule button in the box the rule will be added to the device as
show in the next figure.

‘aD;ce:cB:H:c?;ZS ‘ ‘Mylaptop ‘ ‘ localnetwork ‘ Allow v | %

Repeat this procedure for all devices.
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The devices page also has the default policy and default rules list. This is applied
to all devices pre login.

When one rule has to be applied to all devices this is added to the default rules
box as shown in the next figure. Click the default rules box to open the choose
rules box. Click the down arrow in the rule box to see the drop down list of rules.
Click a rule in the list to add to the default rules. This process can be repeated for
additional rules by clicking the + character. Click the set rules button when
finished.

When the default rule has been configured click the update devices button at the
bottom of the page.

. Authonet
Stalus =
BEDe allowed MAC add
1]
4 ge & | can | qu t
E a v a daf [ Block . Ao agi
sed
= 1 ] g
= 1 aks e AT u
Management =
f r t auth ticn jed
@ revices
e Defauli rides Detfault palicy
| N = “
e Diefauit rukes cve the o e cefau
Settings = Choose the rules Lo apply x
MAL address Rule alicy
=]
nvon vl PR |
- 36T o 3dodd lacal + L w| X
lires —
S T — —ra
I - .
- . nogis
elt2a:ie3Boad Bules are applied n order lnnguulm ove opprece o, walomed by this kst - | v ®
Laber rubes ovesmide earker ores
Loger »| *
| 05:44:08:43 | | Shone 4:.:-_-| [ rogic | | Logr v *
| | ||.'=.':7...'=..=|| ||| Al ¥ -
|::.:=C|: aa i ||'-l.:'-."".':-.='-3&|| Logir »| *
|-"".'-.""—"' ||'.".-- Wahlberg '.:|[ | | Loger ~
| ol ||.-.'-'."::-:l.-|::-:+|| Liggir w| *
*
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When the choose rules box is closed the selected rules are shown in the default
rules box, as shown in the next figure.

Default rules Default policy

| local , gis |

Block but allow login (Login) v ‘

Default rules override the default policy. Rules can allow before login or continue to block after login. Other rules can override defaults,

Rule order matters when multiple rules are added. A later rule might override the
instruction of a previous rule. For this reason there are up and down arrows in
the choose rules box that are used by the admin to change the order of rules.

The default policy in the example shown above is login so the line is yellow (login
= yellow). Changing the default policy of allow (unless blocked) or block (unless
allow) will change the line to allow=green or blocked=red. If allow or block is
selected the login page is not displayed.

The default policy can be changed to block and then each MAC address can be
configured for login, which will lock down network access.

An allow rule, eg the green 'gis' rule above is allowed access without the need to
log in, all devices get access. In this case the rule allows access to the web site

specified by the rule without the need to log in. See the 'gis' line on the previous

rules page example.

A red rule, for example the ‘local’ shown above, blocks access even after login.

With a yellow policy of login shown in the example above, the device will have
access only to a green rule.

The red rule blocks access permanently unless the user has a green rule that is
applied at login, which overrides this red rule. The result is that by default no user
has access to the resource blocked by the red rule unless they are specifically
given access to the resource by a rule.

The order of the rules is important. If a resource is blocked by a rule but the rule
following allows access to that resource then the user has access.

Alternatively if a rules allows access to a resource but the following rule blocks
access to the resource then the resource cannot be accessed.

The default rules are applied first and can be overridden by a login rule.

If the device rule box is clicked the choose rule box is opened. This gives an
opportunity to change the order of rules, delete rules or add a new rule. When
formulating rules take great care with the order that they are added to devices
and users.

The next figure shows the choose rule box reopened so that the rule order can
be changed using the up and down arrows.

Copyright (c) Fire4 Systems (UK) Ltd, 2023. All rights reserved 108



=
Authonet Zero Trust Network Access (ZTNA) Gateway Manual G)Authonei

cybersecurity

Status ~

@& Devices (allowed MAC addresses)

® Dashboard

A device's MAC address can be allowed, blocked or require further authentication.
Performance
« Rules can be applied before a default policy of Block, Allow or Login

8 usage + A default policy can be used without any rules
s Reports » Additional auf
« Usage will be Choose the rules to apply x
Management »
2 Use of MAC addres! Rule Jin ) is recommended,
Rifles 4+ $|loca[ V| x
efault policy
B codes =
t o= v] x e
- ocal, g s| Wlow login (Login) ~
=n Devices "
Default rules override thi fride defaults.
Update
Seltings ~ MAC address Default
alicec®11:c7:26 X
By o o a0ice:c811:c7:16 |FHEsH i x
2023 £ h o
e |a0:ce:c8:11:c?:20 | test2 | | ‘ Block v| ¥
+

If the admin decides that an additional rule is necessary to achieve the access
control objective then a new rule is created and added to the device or user.

Each of the MAC addresses in the list has a policy (allow, block, login) and a list
of rules. This is shown in the figure for clarity.

aliceic811:c7:26 | |My laptop ‘ ‘ localnetwork | Allow v | %

If the policy is set to allow (green), the user gets access to all resources except a
resource blocked by a red rule in the default rule box. To negate the default rule
block, the user requires a green rule that allows access to the blocked resource.
If the admin does not want a resource blocked after login then a red rule should
not be added to the default rule list.

If the policy is set to block (red) the MAC is blocked, there is no login page and
no access to any resource. A green rule can be added to the rule list that will
override the red default policy. Rules always override policies.

If the policy is to set to login (yellow), the MAC user is then shown a login page.
A green rule or red rule can be added also.

The example above will allow the MAC address access to the Internet without
needing to log in but the user will see a login page when attempting to access the
local network: The user will then need to supply credentials. A green
'localnetwork' will override the yellow one.
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Add Rules to the User List

Next open the user list in preparation to add rules for each user.

Click the first rule box corresponding to a user to open the choose rules box, then
select the appropriate rule or rules for the user.

Repeat this process for all users.

When the users have been configured, click the update users button at the
bottom of the page.

(?)f\uthcmet

ybersacurity

Status =
‘& Users

Users must provide credentials via the login page to access the network. rules can be applied to 2ach user.

* Alogin page is only displayed if the default policy or device is set to login.

® Press @ to set a password, a red icon means no password set
* Press to set a One Time Password (OTP/2FA)

Management ¥ * Press to print a welcome page with credentials

0 Devices

The login page URL is https://ulogin.net/.

Username Name Rules Allow
| Denis | [penisgaker | [@][F ] 2 tocal | *
— [Bradley | [Bracley cooper | [@][E ] 7] | A
K AGKin | chanring | | channing Tatum |@| | *
| christian | [christian Bale | [@][E [ # ] | O x
| Daniel | [penietcraig | [@][E [ =] | @ ~
|Dwayne | |DwayneJohnscn | (@] & [ #] frea | A
s | [frmasione | [@][E 2] | @ x
[Frank | [Franksones | [@][E ] =] | x
| George | [George clooney | [@]( 5[ 2] | O =
|Kristen | |Kristen Stewart | (@] =] =] | =
[ Mark | [Markc wahiberg | [@][ % [# ][ nogis | @ =
|Rober‘t | |R0ber‘t Downey | DEIE | B
|5andra | |Sandra Bullock | DEIE | *
+

| Update users
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When the user rules box is clicked, the choose rules box opens as shown in the
next figure.

Click the down arrow in the rule box to show the drop down list of rules that have
been configured. Click a rule from the list to add to the user. More rules can be
added by clicking the + character. Continue to add rules from the drop down list.

When all rules have been added click the set rule button on the box.

When the rules have been configured, click the update users button at the
bottom of the page.

Authonet

Haime Rubes Ao
[Ee—— ey
- ! Choose the rules to apply x

Hule
+ & [local | x
=
fired *

gis
localallow

nogis

Fules are applied in orden, wrpun seor orr searee snpy oedoweed by this st
Later rules overmide earlier ones

[CEE .

i

ey J81E 5] > ’
e S [ R
ok viariowrs | (815 2] x
Robert Downey | (@)% 2] F
e L] :

Rule order matters when multiple rules are added. A later rule might override the
instruction of a previous rule. For this reason there are up and down arrows that
are used by the admin to change the order of rules.
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Examples of Rules and their Implementation

Some examples of rules are presented in this section to provide guidance for
admins who are creating rules for specific business requirements.

RULE-1: Block access to the LAN but allow access to two servers at the
IP's 192.168.10.122 and 192.168.10.44

Is it necessary to require users to log in to access the two servers? If not then set
the default to BLOCK with an ALLOW rule. See the example below.

Rules page:
Name Type Alert Rule
Servers Allow v | |None v | [ 192.168.10.122/, 192.168.10.44/ X
Devices page:
Default rules Default policy
Servers BLOCK: Block unless allowed v
Users will not a see a login page, and will not be able to access the Internet but
will be allowed to access the two servers.
RULE-2: allow access to the Internet but block www.google.com
Create a block for Google on the rules page:
Google Block v~ | |None v | |google.com X
Set default on devices page to ALLOW adding the block for Google:
Default rules Default policy
Google ALLOW: Allow unless blocked v

Users will not have to login but will not have access google.com
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RULE-3: allow access to the LAN but block a list of servers from IP's
192.168.10.64 to 192.168.100.72

This rule is not straightforward, and not a recommended network configuration
starting from an IP address that is mid-block to another IP that is mid-block. It is
necessary to use a subnet calculator to work out the subnets to block and create
a rule for each one. The last rule allows access to remaining IPs. Set a default of
block or allow depending on whether it is required to allow Internet access in
addition to the LAN.

Create the rules:

Name Type Alert Rule
local Allow ~ | |None ~| | 192.168.0.0/16, 172.16.0.0/12, 10.0.0.0/8 x
block Block ~ | [None | [192.168.10.64/ EXAMPLE x
block2 Block ~ | [None ~| [192.168.10.65/26 EXAMPLE x
blockX Block ~ | [None ~ | [192.168.100.72/26 EXAMPLE x
Set the defaults:
Default rules Default policy
blockl, block2, blockX, local BLOCK: Block unless allowed v

In this case, the system would check block1, block2 and blockX to block the
server access, then allow the remaining LAN access, and block access to the
Internet.

RULE-4: block access to the Internet but allow access to the public cloud
server 34.89.128.121

Set the rule on the rules page:

Name Type Alert Rule

Cloud Allow v | |None v | |34.89.128.121/ x

Devices page:

Default rules Default policy

Cloud BELOCK: Block unless allowed
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PART 7:

The Users View of Authonet ZTNA
Management
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Staff Login Preparation

The administrator will add each member of staff to the user database. The

administrator will then give each staff member a printed sheet like the one shown
below, with the following information.

Staff member name.

Browser page to open to login.
The username to enter.

The password to enter.

A QR code that is used for the 2-factor authentication process.

cybersecurity

@Authonet

Welcome to the Authonet network

Your credentials to access the network are as follows:

Name: ‘Bradley Cooper |
Login page: ‘https:{fulcgin.net! |
Username: ‘ Bradley |
Password: ‘ Da3QY*mW |

Two Factor Authentication QR code:

The Two Factor Authentication / One Time Password (2FA/OTP) login adds an extra layer of security to
the network, it requires that an extra 6 digit password be provided for each login. The 2FA/OTP
password changes at each login. An app needs to be set up on a mobile device such as a phone or
tablet to generate the password.

The recommended app to use is FreeOTP, this can be downloaded from the Apple App Store or the
Google Play/Android store.

Once the app is installed, click on a + sign and/or the QR code 28 icon and scan the QR code above
with the camera on the device.
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The staff member must be instructed to store the login information in a safe place
and not share with others. The security of the business information depends on
each member of staff maintaining login information in a secure place. The
information provided on the printed sheet must not be stored on the computer to
protect the security of the information.

The administrator must distribute the staff login information on printed sheets, not
electronically via email. If a computer becomes infected with a Trojan virus and
the login information is stored electronically on the computer then the cyber
criminal can use the login information to get access to the network.

The administrator can issue a new sheet periodically to strengthen security; this
can be every month or every quarter.

Each staff member must install a 2-factor authentication app on a personal
mobile phone. An app called FreeOTP is recommended. FreeOTP is a popular
app that is free and available from both the iPhone store and the Android store.

Some of the OTP apps available for mobile phones are listed in the table below.

Google Authenticator Authy

Microsoft Authenticator LastPass

LastPass Authenticator FreeOTP

andOTP - OTP Authenticator TOTP Authenticator — 2FA Cloud
2FA Authenticator (2FAS) Bitwarden Password Manager
Aegis Authenticator Aegis

The app is initialized using the QR code on the password sheet provided by the
administrator.

¢ |n the case of FreeOTP, follow the instructions.
e Open the app.

e Bottom right is a ‘+’ sign tap this.

¢ Above this appears a photo symbol, tap this.

¢ Hold the phone camera over the QR code on the sheet; the camera will
capture the code.

The procedure of capturing the QR code using the FreeOTP app is shown in the
next figure.

The app is now ready to provide the one time password (OTP) when required.

If other app’s are used to provide the OTP the administrator should consult the
app manufacturers information to scan the QR code and to read the OTP.
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~ Authonet

' cybersecurity

Welcome to the Authonet network

Your credentials to acoess the network are as follows:

Mame:

Bradley Cooper l

Login

Usérn

Passy

FreeOTP

Pussmoed

Two Factor Authentication QR code

The Ty gin adds an extra layer of security to
the ng bd for each login. The 2FA/OTR
passw rmobile device such as a phone ar
tablet

The rg d from the Apple App Store or the
Goagly

ance F icon and scan the QR code above
wiith t

N il
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Staff Login Procedure
Assume that a member of staff is configured for login with 2FA.

With the staff computer connected to the Authonet ZTNA gateway LAN network,
the browser will show the login window when a new tab is opened. Alternatively
the user can type the name of the login page, or set the login page as the
browser home page.

ulogin.net
or
https://ulogin.net:8080/

The login page will open and the user can enter the username and password and
then click the login button. This is shown in the next figure.

& User English v

Please log in to use the network:

Username: [Denis
Password: [V$0q9aW &)

| Log in ‘
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The user then has to use the personal phone to get the one time password
(OTP).

e Open FreeOTP.
e Tap the icon with the username.
e The OTP will be displayed, enter this code in the login page.

Using the phone to get the OTP code is shown in the next figure using FreeOTP.
The validity of the code is one minute and so has to be entered quickly before it
expires. The user may want to wait for the code to change before entering the
next code.

~

FreeOTP

@ authonet
bradley

FreeOTP

459 417

®
®
o 0
o
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After entry of the password the login page displays a box to enter the 6-digit OTP
code. The code is typed into the box and then the login button is clicked.

The OTP code entry is shown in the next figure.

s User

Please log in to use the network:

Username: [Denis

Password: |"ﬂ""

Two-Factor Authentication:

OTP key: 292989

‘ Log in ‘

secured by Authénet
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PART 8:

Protect Against Password Theft
and Phishing Attacks
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Protecting a Business Against a Cyber Attack

A cyber attack can originate outside the network via a remote access port or
inside the network via a Trojan virus.

An attack outside the network relies on a firewall attack or an attack on a remote
access port. A firewall attack is difficult because a properly configured firewall is
very difficult to breach. If the business does not have a firewall then a remote
attack is made easy.

A criminal may seek to steal a password through social engineering. That can be
a password owned by a remote employee of by a third-party supplier to the
business. Password theft is remarkably easy. The criminal will research
members of staff and can obtain a lot of information through social media. The
criminal can then send a message to a staff member as though it was from
another staff member that the person knows requesting to “borrow” the password
for some invented reason. If the criminal was convincing then the person will
provide the password. The criminal then has access to the business network.

Staff training should instruct staff to never share a password. The login screen
should have the contact information for the admin to be used if a staff member
looses a password. The admin can then speak personally with the staff member.

The Trojan virus attack was explained at the beginning of this manual. The
criminal is able to trick a member of staff using phishing messages to install the
virus on a computer, which then gives the criminal remote access to that
computer, bypassing the firewall. Many business networks use a login method
such as Microsoft Active Directory. Unfortunately this does not stop the attacker.
With remote access to the computer the criminal has access to the computer
network and can attack the server using an operating system exploit. The
attacker does not need a login for Microsoft Active Directory. Many smaller
businesses do not apply server security patches when available and a lot of
businesses have server software versions that are no longer supported by the
manufacturer.

Password Theft Protection

Password theft protection can be implemented using an end-point security
product with 2-factor authentication. Implementation of 2-factor authentication
using the Authonet ZTNA gateway is described in this manual.

With 2-factor authentication, a password alone is not sufficient to access the
network. In addition to the password a one-time password (OTP) code must be
entered that is obtained from a mobile phone app. While employees might
consider 2-factor authentication to be a nuisance, it is in fact the single most
effective security tool available. All security providers recommend 2-factor
authentication. Microsoft published a security report stating that they consider
combining 2-factor authentication with Zero Trust Network Access plus anti-virus
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protection and security patch updates will reduce the risk of a cyber attack by
98%. (Microsoft Digital Defense Report, p.114, The cyber resilience bell curve ©
copyright Microsoft, 2023).

Many security standards require the implementation of 2-factor authentication for
compliance. The HIPAA (Health Insurance Portability and Accountability Act)
security rule requires 2-factor authentication for access to PHI (Protected health
information) in order to comply with the rule. More can be read at this link about
the HIPAA security rule.

https://lwww.hhs.gov/hipaa/for-professionals/security/index.html
https:/lwww.hhs.gov/hipaal/for-professionals/security/laws-regulations/index.html

The NIST (National Institute of Standards and Technology) Cybersecurity
Framework recommends the use of multi-factor authentication. Read more at this
link.

https:/lwww.nist.gov/system/files/documents/noindex/2022/02/17/MFA.pdf

Most banks and large businesses already have multi-factor or 2-factor
authentication as part of their cyber attack protection. Many smaller businesses
do not have multi-factor authentication. Cyber crime can be reduced by a
significant percentage if all businesses adopt 2-factor authentication for staff,
customers and suppliers. The technology is economical and easy to implement
with Authonet products. Cost is not a barrier to protecting a business from a
cyber attack with 2-factor authentication.

Phishing Protection

The process of a phishing attack to install a Trojan virus on a staff computer was
explained earlier in this manual. A phishing attack can be blocked with network
access management.

The phishing attack relies on a user clicking a link in a phishing message that will
then download the Trojan virus and install it on the staff computer. The virus will
then give the cyber criminal remote access to the computer.

A phishing attack can be prevented by blocking the message to the criminal’s
server if a phishing link is clicked.

It is necessary to lock down the network using access control rules. Simple rules
are listed below.

o A staff computer has access to all devices in the local area network,
however the computer can access only specific Internet web sites that
may be cloud application servers or supplier websites. Access to all other
websites is blocked.

In practice this requirement is not a great impediment to the daily business
operations, and considering that a phishing attack is prevented the
implementation is worthwhile. If it is necessary for a member of staff to have full
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Internet access then a second computer is provided with the following
characteristics.

e The staff Internet computer has full access to the Internet, however all
access to the local network is blocked. If a Trojan virus is installed on this
computer the criminal has no access to the local network servers.

If it is required that a staff member needs full access to the Internet plus full
access to the local network then the staff member is given two computers, each
with the configuration described previously. If the staff member needs to transfer
information between the two computers then this is done via cloud storage that
has virus-checking software. In this scenario the staff members work routine is a
little more complicated than would be the case with one computer, however the
business is secure from a cyber attack.

Many larger companies such as Google have implemented this method of
protection. All banks implement the same method. The majority of smaller
businesses do not implement any type of network lock-down and so are
susceptible to data theft and ransomware attacks.

It is clear that staff training is essential so that staff members understand the
methods of working and the protection that they afford for the business.

Cybersecurity Planning

Protection from a data theft or ransomware attack is accessible to all businesses.
The following action items need to be implemented by the business.

e Ongoing staff training so that staff understands the need to change work
routines and the benefits that they bring to the workplace.

e Network infrastructure upgrades to incorporate ZTNA and 2FA, essential
tools to protect the business. Ensure that the network Internet interface
has a firewall installed.

e Frequent updating of security patches for all applications software,
operating systems and firmware in devices such as routers.

¢ Installation of anti-virus on all computers with automatic updating of the
virus signature files.

e If possible switch applications software to cloud versions hosted by the
manufacturer for greater security.

Cybersecurity is an ongoing process and all businesses must budget for the cost
of cybersecurity. When a business seeks cybersecurity insurance the insurer will
request that the business complies with the list of action items above.
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Configuration Example to Block a Phishing Attack

Allow user access to specific Internet domains, block access to all other domains
to prevent a phishing attack link installing a Trojan virus after it is clicked.

Create rules for the domains that have access allowed. Set the default to block
and then allow specific domains using default rules. Only the specified domains
will be accessible, all other domains will be blocked, including the domain that
the Trojan virus is trying to access. The devices page will look like this:

Default rules

Default policy

amazon, microsoft

Block unless allowed (Block) «

Default rules override the default pelicy. Rules can allow before login or continue to block after login, Other rules can override defaults,

An alternative to lock down Internet access is to allow only known MAC’s to
access the approved domains, in this example amazon.com and microsoft.com.
Set the default to block but instead of setting default rules to allow access to
domains, configure the MAC’s with a default of 'login' and the allow rules for the
domains. In this case only the known MAC'’s will have access, but those MAC’s
will be forwarded to the login page unless they access the allowed domains. The
next example shows this configuration.

Default rules

Default policy

Block unless allowed (Block)

Default rules override the default policy. Rules can allow before login or continue to block after login, Other rules can override defaults.

MAC address Name/description

Rules

Default

al:cexcB:11:c7:26 Tim's laptop

amazon, microsoft

Login ~ | X

Although staff access to the Internet has some restrictions, the benefit of
preventing a phishing attack will allow staff to work without concern for a

ransomware or similar attack.
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PART 9:

Reset the Authonet Gateway to the
Factory Default Setting
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Reset the A300 Gateway to the Factory Default Setting

The A300 gateway has a reset button to the left of the LAN1 port. Follow the
steps listed below to reset the gateway to the factory default setting.

1. Power the gateway.
2. Wait 5 minutes for the software to initialize.

3. Using a paperclip, press the button and hold in for 10 seconds, then
release the button.

4. The gateway will now reset.

5. Proceed to reconfigure the product using the setup screen as described in
an earlier section.

When the gateway is reset to the factory settings all data is erased. If it is wished
to keep the settings then they must be backed up and restored after the factory
reset.

The reset button is shown in the next diagram.

Internet  Power

Power

With the unit powered up hold the reset button in
with a paperclip for 10 seconds then release
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Reset the A1000 Gateway to the Factory Default Setting
The A1000 gateway does not have a reset button.
To reset to the factory setting follow the configuration listed below:

1. Connect a computer to the WAN port of the gateway.

Set the computer Ethernet port to an IP of 192.168.200.2 and Subnet
Mask 255.255.255.0.

Open the browser at an IP address of: 192.168.200.1.
Type the username reset and the password reset.

N

Click on “Enter", another page will appear.
Click on the "Reset to defaults" button and then wait two minutes.
Switch the product power off then on.

© N o o kv

Proceed to reconfigure the product using the setup screen as described in
an earlier section.

When the gateway is reset to the factory settings all data is erased. If it is wished
to keep the settings then they must be backed up and restored after the factory
reset.

The reset connection is shown in the next diagram.

Console USBE  Power

Connect a computer via
Ethernet to the WAN port

Set the computer Ethernet port
toan IP of 192.168.200.2 and
Subnet Mask 255.255.255.0

Open the browser at an IP address of: 192.168.200.1.

Type the username reset and the password reset.

Click on enter, another page will appear.

Click on the Reset to defaults button and then wait two minutes.
Switch the product power off then on.

Proceed to reconfigure the product as described in an earlier section.
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PART 10:

Authonet Product Support and
Customer Assistance
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Authonet Product Support and Customer Assistance

Authonet provides free on-line installer and customer technical support.
Customers and installers should consult this manual and the training videos
before contacting technical support. The technical support is available at the
Authonet website. Open the following web page.

https://authonet.com/support.html
Provide the information requested on the form shown below.

(BAuihonet

cybersecurity

Support
Technical Support Request

Support is provided
Weekdays 9am-5PM (GMT)

Model number:

Firmware version:

Serial number:

Your name:

Your email address:

Explain the problem you are having:

I'm not a robot

We may not be able to answer all queries
immediately but will try our best to get
back to you within 1 business day.

Send Support Request
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Provide the following information when requesting technical support.
e Model number:
e Firmware version:
e Serial number:
e Your name:
e Your email address:

e Explain the information that you need, or the problem you are having, with
as many details as possible.

Support is provided Weekdays 9am-5PM (GMT). The response time is one to
two business days for the free support service.

Authonet Cybersecurity and Product Training

Authonet provides a series of training presentations in a video format for both
customers and installers. There are 5-minute introductory videos and 30-minute
training videos. The videos are hosted on Youtube and can be accessed through
the Authonet website. The videos are free to watch.

The 5-minute videos are as follows.
¢ Introduction to Cybersecurity for business owners and managers.
e Cybersecurity awareness for business staff.
e Introduction to Authonet cybersecurity for IT service businesses.
e The benefits of Authonet ZTNA cybersecurity gateway products.
The 30-minute videos are as follows.
e Cybersecurity for businesses owners, managers and staff.
e Authonet ZTNA gateway configuration for IT service businesses.

The presentation slides are also available for download from the Authonet
website.

Training material is also available for Authonet gateway product distributors and
resellers. Please contact Authonet for more information about this training
material.

Copyright (c) Fire4 Systems (UK) Ltd, 2023. All rights reserved 131



~
Authonet Zero Trust Network Access (ZTNA) Gateway Manual (DAU“‘IO“E"

cybersecurity

Partner Cybersecurity Training

Authonet has a partnership with Internet Technology Answers Inc to provide
training services that are available in modules. All modules in a course can be
accessed after the payment of one fee for the course. After purchase the training
courses can be viewed multiple times.

The training courses are as follows.

e Cybersecurity protection for business owners and managers: 8-module
course, each module is 30 minutes duration.

o Module 1: Cyber attack risks, methods and attackers.

o Module 2: Prepare a comprehensive cybersecurity plan.

o Module 3: Working with service providers to protect the business.
o Module 4: The importance of staff training to recognize risks.

o Module 5: Upgrading the network infrastructure for protection.

o Module 6: Migrating applications to the cloud.

o Module 7: A ransomware recovery plan.

o Module 8: Advanced technical infrastructure requirements.

e Cybersecurity awareness for business staff: 8-module course, each
module is 30 minutes duration.

o Module 1: What are cyber threats and cyber attacks?
o Module 2: What do cyber criminals want?

o Module 3: How cyber criminals attack.

o Module 4: How to recognize an attack.

o Module 5: Escalating to a cybersecurity expert.

o Module 6: Data theft and ransomware.

o Module 7: Businesses at risk.

o Module 8: Methods of protection.

Internet Technology Answers Inc will also plan to host live Q&A sessions, for
businesses that purchase the training courses.

Internet Technology Answers Inc will publish a book to advise business owners
and managers how to protect their businesses from a cyber attack. The book will
be available in print from Amazon and also from Amazon Kindle. Internet
Technology Answers Inc publishes a Blog providing many updates about
cybersecurity issues.

Copyright (c) Fire4 Systems (UK) Ltd, 2023. All rights reserved 132



~
Authonet Zero Trust Network Access (ZTNA) Gateway Manual mAuihonei

cybersecurity

If you have questions that were not answered in this manual please contact our
technical support team.

Free support: https://authonet.com/support.html

Copyright (c) Fire4 Systems (UK) Ltd, 2023. All rights reserved 133



[ oy
;  (pAuthonet

/ cybersecurity

L T —

-
t'—~vh-.-.

Company information

Authonet products protect your business against cyber attacks with a simple and affordable
fully-managed Zero Trust Network Access (ZTNA) system that shields the business data from
cyber criminal phishing and password theft attacks and provides fast threat alerts.

Authonet products are designed and manufactured in the UK by Fire4 Systems (UK) Ltd.
Copyright © Fire4 Systems (UK) Ltd., 2023. All rights reserved.

Phone: 1-800-213-0106 - International: 1-786-358-5406 - Email: info@authonet.com
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